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OnpepeneHus

B HacTosAwweM [OKYMEHTE NCNONb3YHTCA CrieayLlme TEPMUHBI U NX OnpeaeneHuns.

ABTOMaTU3MpPOBaHHaAA CUCTEMA - CUCTEMA, COCTOALLAA U3 NepcoHana n Komrniekca
cpeAcTB aBToMatuM3aummn ero AesTesnbHOCTU, peanu3ytowas MHPOPMALMOHHYIO TEXHOOMNIO
BbIMOJSTHEHNA YCTAHOBJIEHHbIX (PYHKUMNA.

AyTeHTUMKaumua oTnpaBuUTens AaHHbIX - NOATBEPXAEHUE TOro, YTO OTNpaBuTesNb
NOMYyYEeHHbIX JaHHbIX COOTBETCTBYET 3asiBIEHHOMY.

Be3onacHOCTb MepcoHasribHbIX AaHHbIX - COCTOAHME 3alUULLEHHOCTU Mnepco-
HanbHbIX JAHHbIX, XapaKTepulyemMoe CrnoCObHOCTbIO Nofib30BaTeENEN, TEXHUYECKUX CPEACTB U
MH(OPMALMOHHBIX TexHonormm obecneyntb KOH(PUAEHUMANbHOCTb, LENOCTHOCTb W
AOCTYMHOCTb NEPCOHasbHbIX AaHHbIX NpU UX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX
nepcoHasibHbIX JaHHbIX.

BuomeTpuyeckue nepcoHanbHble AaHHble - CBEAEHUA, KOTOpble XapaKTepusylT
usunonornyeckne oCoO6EHHOCTN YEnoBEKA M HA OCHOBE KOTOPbIX MOXHO YCTaHOBWUTb €ro
NNYHOCTb, BKItoyaa otorpadumn, oTnevatkn nanbLes, o6pa3 ceTyaTky rnasa, 0CO6eHHOCTH
CTPOEHWsA Tena v apyryto nogobHyo nHgopmaumio.

BnokmpoBaHMe nepcoHanbHbIX AaHHbIX - BPEMEHHOE npekpalleHue cbopa,
cuctemMaTtmsaumnm, HakoneHus, UCNosib30BaHUs, PacrnpoCTPaHeHUs, NepCoHasbHbIX JAHHbIX, B
TOM 4ncne ux nepegayn.

Bupyc (KOMNbIOTEPHbIA, NPOrpaMMHbIA) — UCMNOSTHAEMbIN NPOrpaMMHbIA KO, UIn
NHTEepNpeTMpyeMbIn Habop MHCTPYKUMA, obnaaatowmin CBONCTBaAMM HECAHKLIMOHMPOBAHHOIO
pacnpocTpaHeHus n camoBocnponsBeaeHms. CosgaHHble AybnMkaTbl KOMNbIOTEPHOrO BUpYyCa
He Bcerga CoOBMagalT C OPUrMHANOM, HO COXPaHAKT CNOCOBGHOCTb K AanbHenwemy
pacnpocTpaHeHUo 1 CaMOBOCMPOU3BEAEHUIO.

BpenoHocHas nporpamma - nporpamma, npegHasHavyeHHas afia OCYLEeCTBIEeHUs
HEeCaHKLUWOHNPOBAHHOIO AOCTyna u (Mnu) BO3AEUCTBUA Ha NepcoHasbHble OaHHble WUn
pecypcbl MHOOPMaLMOHHON CUCTEMbI MEePCOHanNbHbIX JaHHbIX.

BcnomoraTtenbHble TEXHUYECKME CpeacTBa U CUCTEMbI — TEXHUYECKME CpeacTBa 1
CUCTEMbI, HEe MnpefHa3Ha4yeHHble Ana nepepadn, obpaboTKM M XpaHEHUs NepCOHasbHbIX
AAHHbIX, YCTaHaBfMBaeMble COBMECTHO C TEXHUYECKUMW CpeacTtBaMm U cucTtemamm,
npegHasHayYeHHbIMKU Ans 06paboTKn NepcoHanbHbIX JAHHBIX UK B MOMELLEHUSIX, B KOTOPbIX
yCTaHOBEHbI MH(POPMALMOHHBIE CUCTEMBI NEPCOHASTbHBIX AaHHbIX.

JdocTtyn B onepauuoHHyl cpeany KomnbiloTepa (MHGpOPMALMOHHOM CUCTEMBDI
nepcoHanbHbIX AaHHbIX) - MNOMy4YeHWEe BO3MOXHOCTW 3amnycka Ha BbIMOfIHEHWE LUTATHbIX
KOMaHz, pyHKUMI, npoueayp onepaLyoHHON CUCTEMbI (YHUUYTOXEHWSA, KONMMPOBaHUS, NepeMeLLeHns
W T.N.), ICNOMHAEMbIX (hansioB NPUKNaAHbIX NPOrpamMmm.

HdocTtyn K nHcpopmaumm - BO3MOXHOCTb NOMy4YeHUA MHpOpMaLIMKM 1 ee UCTOSb30BaHUS.

3aknago4yHoe YCTPOMCTBO — 3fIEMEHT CpeacTtBa Cbema MHOpMauun, CKPbITHO
BHeApSAEMbIV (3aKnaablBaeMbi UM BHOCMMBIN) B MECTa BO3MOXHOIO CbeMa UHdopmMaLum (B TOM
ynucne B OrpaxAaeHue, KOHCTPYKuMo, 06opyaoBaHue, npegMeTbl MHTepbepa, TPaHCMOPTHbIE
CPeACTBa, a Takxe B TEXHUYECKME CPEeACTBa U CUCTEMbI 06paboTKM MHopMaLun).

3awmiiaemasn nHcpopmaums - MHopmaums, SBNALLAACS NpeaMETOM COOGCTBEHHOCTU U
noAnexalias 3almte B COOTBETCTBUM C TpeboBaHNAMM NPABOBbLIX OKYMEHTOB Unu TpeboBaHuamu,
yCTaHaBnnBaemMbiMy CO6CTBEHHNKOM MHOPMaLUW.

UpeHTudmkauma - npuceoeHne cybbektam u o6bektam AocTyna uaeHTudumkatopa u
(vnn) cpaBHeHWe nNpeabaBnaeMoro uaeHTUduKaTopa C MepeyYHEM MPUCBOEHHbIX
NAEHTU(PUKaATOPOB.



MHcpopmaTUBHbIN CUrHan - 31eKTPUYECKNE CUrHasbl, aKyCTUYECKME, INEKTPOMarHuTHbIe
1 ppyrve omusnyeckune noss, No napameTpam KOTopbiX MOXET ObITb packpbiTa KOHuaeHUmansHas
Hpopmaumsa (nepcoHasnbHble AaHHble) obpabaTbiBaemass B MHGAOPMAUMOHHOM CUCTEME
nepcoHarbHbIX AAaHHbIX.

NHdopmaumoHHan cucrtema nepcoHanbHbIX AaHHbIX (ucnan) -
MHOPMaLMOHHAs CcuCTeMa, npeacTaBnswwas cobol COBOKYMHOCTb  MEpPCOHarbHbIX
AaHHbIX, copepXawmxca B 6a3e [aHHbIX, @ TakKkXe WH(OPMALMOHHbLIX TEXHOMOrMm wu
TEXHUYECKUX CPencTB, MNO3BOMAKOWMX OCYLLECTBNATb 006paboTKy TakuMx NepCcoHanbHbIX
AaHHbIX C WCNONb30BaHWEM CPeACTB aBToMaTtu3auum wunn 6e3 UCNonb30BaHUA TaKuUx
CpefncTs.

MHdopmMauMOHHbIe TeXHONOorMmn - NpoLecchbl, MeToabl noucka, cbopa, xpaHeHus,
06paboTku, NpenocTaBneHns, pacnpocTpaHeHns nHopMaLumm 1 cnocobbl OCYLLECTBEHNS TaknX
npoueccoB N MeTOO0B.

MUcnonb3oBaHue nepcoHanbHbIX AaHHbIX —  gencteua  (onepaumn) C
nepcoHanbHbIMU JAHHbIMMK, COBEpLUaeMble ONepaTopoM B LENAX NPUHATUS peLleHuin unu
COBEpPLUEHNS WUHbIX AEWUCTBUW, MOPOXAAKLWMX puanyeckne nocrneactsus B OTHOLLEHMU
cybbekTa nepcoHanbHbIX AAHHBIX WKW APYrMX nvy nnbo MHbIM 06pa3oM 3aTparvmBaromx
npaBa n cBoboabl CyObekTa NepcoHasnibHbIX AaHHbIX NN APYTUX NN,

McTo4YHUK yrpo3bl 6e3onacHOCTU MHdopMauumn - cyobekT AoCcTyna, MaTepuanbHbIi
00BEKT UnKn hM3NYECKOe ABNEHUNE, ABNSIOLLMECS MPUYNHON BO3ZHUKHOBEHUS Yrpo3bl 6e30nacHoCTU
nHgopmMauun.

KoHTponupyemasi 30Ha - MpOCTpaHCTBO (TeppuTopus, 30aHuMe, 4acTb 30aHus,
MOMELLIEHNE), B KOTOPOM UCKITKOYEHO HEKOHTPONMpyemoe npebbiBaHMe NOCTOPOHHMX WL, @ Takxe
TPaHCMOPTHbIX, TEXHUYECKMX U MHbIX MaTepuasibHbIX CPeaCcTB.

KoHdmaeHumanbHOCTb NepCcoHanbHbIX AaHHbIX — 00aA3aTenbHoe Ana cobnoaeHus
onepaTopoM WS UHbIM MOMYYUBLLMM AOCTYN K NEPCOHANbHbIM AaHHLIM NMLOM TpeboBaHue He
A0NycKaTb UX pacnpocTpaHeHne 6e3 cornacusi cybbekTa nepcoHanbHbIX AaHHbLIX MW HanMums
WMHOrO 3aKOHHOIO OCHOBaHMUS.

MexceTteBoM 3KpaH - JlOKarlbHOE (OOHOKOMIMOHEHTHOE) WM  OYHKUMOHASbHO-
pacnpegeneHHoe nporpamMmmMHoe (nporpaMmmHo-annapaTHoe) CPeACTBO (KOMMSIEKC), peanuaytoLlee
KOHTPOJb 33 H(OopMaLmen, noctynawLen B MHMOPMaLMOHHYI0 CUCTEMY MEPCOHANbHbIX AaHHbIX U
(vnn) BbIXxogALWwEeN N3 MHPOPMAaLMOHHON CUCTEMBI.

Hapywutenb 6e3onacHOCTU NepCcoHarnbHbIX AaHHbIX - PU3NYECKoe NNLLO, CNy4YanHo
UnNn npegHamMepeHHO coBeplualolee OENCTBUA, CNEACTBUEM KOTOPbIX SABMIAETCA HapylueHue
6e30MnacHOCTM MNepCoHarnbHbIX AaHHbIX NPU MX 0OpaboTke TEeXHWYecKMMu cpeacTtBamMu B
MH(OPMALIMOHHBIX CUCTEMAX NEePCOHANbHbIX OAHHbIX.

HeaBTOMaTu3anMpoBaHHass o06pabGoTka nepcoHanbHbIX AaHHbIX - 06paboTka
NnepcoHasnbHbIX AaHHbIX, COAepXalmxcsd B MHEAOPMAaUMOHHOW CUCTEME MNEepCOHanbHbIX
AaHHbIX MO0 U3BNEYEHHbIX W3 TaKOW CUCTEMbI, CUYMTAETCA OCyLeCTBfeHHon 6e3
NCrofb30BaHUA CpeacTB aBToMaTu3aunmn (HeaBToMaTU3MPOBaHHOW), €CiN Takne AENCTBUSA C
nepcoHanbHbiIMM  AAHHLIMW, KakK  UCMNOfb30BaHWE, YTOYHEHWEe, pacnpocTpaHeHwue,
YHUUYTOXEHNE NEPCOHAsIbHbIX AaHHbIX B OTHOLLIEHMM KaXAoro u3 cyObekToB nepcoHanbHbIX
AAHHbIX, OCYLLECTBAATCA NPWY HEMNOCPEACTBEHHOM Y4acTUN YenoBeka.

HepeknapupoBaHHble BO3MOXHOCTU - (PYHKLMOHAsbHblE BO3MOXHOCTU CpPencTB
BbIYVCITUTENBHOW TEXHWKM, HE ONUCaHHbIE U HE COOTBETCTBYIOLLME OMUCAHHBLIM B JOKYMEHTaLMW,
NPy UCMNOMb30BaHUN KOTOPbIX BO3MOXHO HapyLleHWe KOH(UAEHUManbHOCTW, OOCTYMHOCTA UMK
LLenocTHoCTM 06pabaTbiBaeMomn MHOPMaLUN.



HecaHKuMOHMpPOBaHHLIN AOCTYN (HECaHKLUMOHUPOBaHHbIE AEUCTBUA) - AOCTYN K
nHdopMaLMM Nnu AenNcTBMA ¢ MHopMaumen, HapyLiatoLLme npasuia pasrpaHnyeHns goctyna c
MCNONb30BaHMEM LUTATHbIX CPEACTB, NPeaocTaBAsieMblX MHEAOPMAUMOHHBIMU CUCTEMaMMU
nepcoHarbHbIX AAaHHbIX.

Hocutenb nHdopmaumm - msnyeckoe nuuo unn matepuanbHbil 06LEKT, B TOM Yucne
m3nyeckoe none, B KOTOPOM MHPOPMaLIMA HaxoauT CBOe OTpaXeHue B BUAEe CMMBOSIOB, 0Opa3oB,
CUrHanNoOB, TEXHUYECKNX PELLEHN N NMPOLLECCOB, KONMYECTBEHHbIX XapaKTePUCTUK (PrU3nYecKnx
BEJTNYUH.

O6e3nuunBaHMe nepcoHanbHbIX AaHHbIX - OEUCTBUS, B pe3ynbTaTe KOTOpbIX
HEBO3MOXHO ONpeaenuTb NPUHAANEXHOCTb NePCOHaNbHbIX AaHHbIX KOHKPETHOMY CyObeKTy
nepcoHarsribHbIX AaHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX - AEWCTBMA (Oonepauun) C NepcoHasnbHbIMU
AaHHbIMWY, BKItoYasa cbop, cuctemaTtnsaumio, HakomnneHme, XxpaHeHue, yTouHeHe (06HoBMeHmeE,
N3MeHeHune), NCNoNb30BaHWe, pacnpocTpaHeHne (B TOM 4ucrne nepegady), obesnnumBaHue,
OGnoKNpoBaHmne, yHUUYTOXEHNE NEPCOHASNbHBIX AAHHbIX.

O6wenocTynHble NepcoHanbHble AaHHble — MNepcoHarbHble AaHHble, [OCTynN
HEeOorpaHU4YeHHOro Kpyra nuL, K KOTOpbIM NPeAoCTaBIEH C cornacus cybbekta nepcoHarnbHbIX
[AAHHbIX U Ha KOTOPble B COOTBETCTBUM C dpefepanibHbIMU 3aKOHaMN He pacrpoCTpaHseTcs
TpeboBaHue cobnoaeHnss KOHpUAEHUNaNbLHOCTH.

OnepaTtop (nepcoHanbHbIX AAHHbIX) - FOCY0APCTBEHHbIA OpraH, MyHULMNANbHbIN
opraH, lopuauyeckoe unu usmyeckoe NnuLo, opraHuayloLlee u (unu) ocyliecTensatoLiee o6paboTky
MepCcoHasnbHbIX AAHHbIX, @ TaKxe onpeaenswowyme uenv n cogepxaHme o6paboTkm nepcoHanbHbIX
AaHHbIX.

TexHnyeckne cpeacTtBsa MH(POPMALIMOHHON CUCTEMbI NMEPCOHaNbHbIX AaHHbIX —
CpencTBa BblYUCIUTENBHON TEXHUKW, UH(OPMALMOHHO-BLIYUCIIUTENbHbIE KOMMSIEKChI U CETW,
cpencTBa 1 cucTeMbl nepeaayun, npuema n obpabotku MOH (cpeactsa 1 cMCTEMbI 3BYKO3anucy,
3BYKOYCUIIEHWS], 3BYKOBOCMPOU3BEAEHNS, MEPErOBOPHbIE N TENEBU3MOHHbIE YCTPOMCTBA, CPEACTBa
N3roToBMNEHNS, TUPAXMPOBaHNA AOKYMEHTOB M Apyrne TeXHUYeCKne cpeactasa obpaboTkm peyeson,
rpachnyeckon, Buaeo- M OBykBeHHO-UMppoBON wHOpMaUun), NporpaMMHble CpPeacTBa
(onepaunoHHbIE CUCTEMBI, CUCTEMbI YrpaBrneHna 6aszamy gaHHbIX U T.M.), CpeacTea 3almThl
nHopmaLmm, NpUMeHseMble B UH(OPMaLMOHHbIX CUCTEMAX.

MepexBat (MHoOpmMauumu) - HenpaBoOMEpPHOE MnoslydyeHne uHdopmMauum C uc-
NoJSIb30BAaHMEM TEXHUYECKOro CPeACTBa, OCYLUECTBISAOLWEro ObHapyXeHue, npuvemM u
06paboTKy MHOPMATUBHbBIX CUTHAIOB.

MNepcoHanbHbIe AaHHble — fbaa MHPOPMAUUA, OTHOCALWAACA K ONpeaeneHHOMY
Unn onpepensgeMoMy Ha OCHOBaHUM TakKoW MHopmaumm usnmdeckomy nuuy (cybbekTy
NnepcoHasnbHbIX AaHHbIX), B TOM 4Yucne ero pamunusa, ums, oT4ecTBO, rog, Mecsu, gata u
MECTO pOXOeHus, afpec, CeMmeilHoe, coumanbHoe, WMYLLECTBEHHOE MOfI0OXeHNe,
obpas3oBaHue, npodeccusn, 4oxoapl, Apyraa MHopmaums.

MoGoYHble 3MEeKTPOMArHMTHbIEe W3NYYeHUs1 U HaABOAKU — SNEKTPOMarHuUTHble
N3ny4YeHns TEXHUYECKNX cpeacTB 06paboTku 3awmiiaemon nHopmauumn, BO3HUKaLWME Kak
nobo4yHoe fABMEHWE W BbI3BaHHbIE 3NEKTPUYECKUMM CUrHanamu, OEenCTByLWMMU B WX
3NEKTPUYECKNX N MArHUTHbIX Lensax, a Takxe 31eKTPOMarHUTHble HABOAKWU 3TUX CUTHASOB Ha
TOKOMPOBOASALLME JINHUN, KOHCTPYKLMUKN U LeNn NUTaHnS.

Monutuka «4nmcToro crtona» - KOMIMJIEKC OPraHU3auMOHHbIX MEPONPUATUN,
KOHTPONUPYOLWMX OTCYTCTBUE 3anuCbiBaHNA Ha BymMaxHble HOCUTENU Kio4ven n atpmbyToB
Aoctyna (naponemn) n xpaHeHust ux B6nm3m o6beKToB focTyna.



Monb3oBaTenb MHMOPMALUMOHHON CUCTEMbl NEPCOHaNbHbLIX AAHHbLIX - NUUO,
yyacTteyowee B (PyHKUMOHUPOBAHUN MHEOPMALMOHHON CUCTEMbI NEPCOHaNbHbIX AaHHbIX
UM ncnosnb3aytollee pesynbtaTbl ee QYHKUMOHMPOBaHUA.

NMpaBuna pasrpaHnyeHUs [OCTYyMa - COBOKYMNHOCTb MpaBusl, perfiaMmeHTUpYLWnX
npaBa AocTyna cyObeKkToB AOCTYNa K 06bekTam gocTyna.

MporpammHaa 3aknagka - Ko4 Mporpammbl, NpeaHaMepeHHO BHECEHHbIN B
nporpamMmy C LUENbl0 OCYLECTBUTb YTEYKY, MU3MEHUTb, ONOKMpoBaTb, YHUYTOXWUTb
MHOPMaLMIO UAN  YHUYTOXUTb U  MoauduumpoBaTb nporpammHoe obecneyeHne
WH(OPMALIMOHHON CUCTEMbI MEpPCOHanbHbIX AaHHbIX M (MnNKn) GNoKMpoBaTb annapaTHble
cpencrea.

lMporpamMmMHoOe (nporpamMmMHO-maTeMaTU4yecKoe) BO3AEUCTBUE - HeCaHKUUO-
HMPOBaHHOE BO3AENCTBME HA PeCcypCbl aBTOMATM3NPOBAHHON WMHAOPMALMOHHOW CUCTEMBI,
OCYLLLECTBIIEMOE C UCMNOSb30BaHNEM BPEAOHOCHbIX MPOrpamMmm.

PackpbiTe nepcoHarnbHbIX AaHHbIX - YMbIWEHHOE WU Cly4YalHOe HapylueHune
KOHMAEHUMaNbHOCTU NepCcoOHanbHbIX AAaHHbIX.

PacnpoctpaHeHMe nepcoHanbHbIX AaHHbIX - [OENCTBUA, HanpaBfieHHble Ha
nepegavy nepcoHanbHbIX AaHHbIX ONpefeneHHoOMy Kpyry nuuy, (nepegaya nepcoHanbHbIX
AaHHbIX) UM HA O3HAKOMJIEHME C NEePCOHasIbHbIMU AAaHHBIMU HEOTPAHUYEHHOIO Kpyra nuu, B
TOM yucne obHapoaoBaHME MEpPCOHasbHbIX AAHHbIX B CPeACTBax MaccoBOW MHopmauuu,
pa3mMelleHne B WH(OPMALNOHHO-TENEKOMMYHUKALUMOHHBIX CEeTAX WU npepocTaBneHune
AOCTyna K NepcoHanbHbIM AaHHbIM KaKMM-1IMb0o MHbIM Cnocobom.

Pecypc unHdOpMaLUMOHHOM CUCTEMbl - WUMEHOBAHHbIA 3fIEMEHT CUCTEMHOrO,
NPUKNagHoOro wunu annapatHoro obecneyeHns QYHKUMOHMPOBAHMA MHGOPMALMOHHOM
CUCTEMDI.

CneuunanbHble KaTeropum nepcoHasbHbIX AaHHbIX - MEepPCOHanbHble AaHHbIE,
Kacallmeca pacoBOW, HaUMOHANbHOW NPUHAANEXHOCTN, MNOMUTUYECKUX B3rnanos,
PENUIMO3HbLIX NN PUNOCOMCKNX YbexaeHnn, COCTOSHUA 3A0POBbA U MHTUMHOW XWU3HU
cybbeKTa nepcoHarsnbHbIX AaHHbIX.

CpeactBa BbIMUCIIUTENIbHOM TEXHUKU - COBOKYMNMHOCTb MPOrpaMMHbIX U TEXHUYECKUX
3NEMEHTOB cUCTEM 06paboTKM AaHHbIX, CMOCOOHbLIX (PYHKLIMOHMPOBATb CaMOCTOATENBHO UK B
cocTaBe ApYrux CUCTEM.

Cyobekt pgoctyna (CyOobeKkT) — nmuo unu npouecc, OEUCTBUS KOTOPOro per-
NaMEeHTUPYIOTCA NpaBuiaMmn pasrpaHMyeHunsa ocTtyna.

TexHUYeCcKU KaHan yTeyku nHcpopmMaLmm - COBOKYNHOCTb HOCUTENS UHOpMALMK
(cpenctBa 06paboTkM), bu3nyeckon cpeabl pacnpocTpaHeHUsA MHAPOPMATUBHOIO CUrHana u
CpeAcTB, KoTopbiMK fobbIBaeTCA 3awmiaeman MHhopmMaums.

Yrpo3bl 6e30nacHOCTU NepCoOHalribHbIX AaHHbIX — COBOKYMHOCTb YCNOBUA U
(haKTOpOB, CO3AAIOLLNX OMACHOCTb HECAHKLMOHUPOBAHHOIO, B TOM Y1CIe CyYanHoro, 4OCTyna K
nepcoHasnibHbIM [aHHbIM, Pe3ysibTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHUEe, U3MEHeHue,
6NOKNpOBaHME, KOMUPOBAHME, PacrnpOCTPaAHEHWE MNEPCOHANbHbIX AAHHbIX, @ TakXe WHbIX
HECAHKLIMOHNPOBAHHbIX AENCTBUN Npu NX 06paboTke B MHPOPMALIMOHHOWN CUCTEME NEPCOHASBHbIX
AaHHbIX.

YHUUYTOXKEHMEe nepCoHanbHbIX AaHHbIX — [OEUCTBUS, B pe3ynbTaTe KOTOpbIX
HEBO3MOXHO BOCCTAHOBUTb COAEpXaHWe NepcoHarbHbIX AaHHbIX B MHPOPMaLMOHHON cucteme
NnepcoHanbHbIX AAaHHbIX U B pe3ynbTaTe KOTOPbIX YHUUTOXAalTCA MaTepuasnbHble HOCUTENN
nepcoHarbHbIX AAHHbIX.



YTeuka (3awmwaemomn) mHcpopmMmaumMm no TEXHUYECKUM KaHanmam — HEKOH-
TpPONMpyemoe pacrnpocTpaHeHne MHgopmaLmm OT HOCUTENs 3alumLaemMon nHopmMaumm Yyepes
hmanyeckyto cpefly 0 TEXHUYECKOrO CPeACTBa, OCYLLECTBALLEro nepexsart nHopMauum.

YA3BMMocCTb - CrnabocTb B CpeacTBax 3aluvTbl, KOTOPYHD MOXHO WMCMOMb30BaTb A4
HapyLLEHNA CUCTEMbI UNN COAEPXaLLENCs B HEN HGOpMaLMN.

LlenocTHOCTb MHOpMaLMK - CNOCOBHOCTb CPEACTBA BbIYUCIUTENBHON TEXHUKM UMK
aBTOMATU3MPOBaAHHOMW CUCTEMbI ObecrneunBaTb HEUM3MEHHOCTb WH(OpMaLMM B YCIOBUSX
CNy4anHoro u/unu npegHaMepeHHOro UCKaxeHus (paspyLueHus).



OBO3HAYEHUA U COKPALLEHUA

ABC - aHTUBMpYCHblE cpencTBa

APM - aBTOMaTM3npoBaHHOe paboyee MecTo

BTCC - BcnomoraTternbHble TEXHUYECKUE CPpeacTBa U CUCTEMBI
NCIMAH - nHopmMauyoHHasa cuctema nepcoHarsbHbIX AaHHbIX
K3 - KOHTponupyemas 30Ha

J1BC - nokanbHas BbluMCAUTENbHAs CETb

M3 - mexceTeBOW 3KpaH

HCL, - HeCaHKUMOHNPOBaHHbIN AOCTYN

OC - onepaumoHHaga cuctema

MOH - nepcoHanbHble AaHHbIE

MMB - nporpaMmMHO-MaTemMaTU4eckoe BO3encTane

MO - nporpammHoe obecneveHue

MAMWH - no6o4YHbIe 31EKTPOMArHUTHbIE U3y4YEHNS 1 HABOAKU
CA3 - cucrema aHanmsa 3alueHHOCTH

C3WU - cpenctBa 3awmThbl MHOpMaUn

C3MNMOH - cuctema (noacucTemMa) 3aLUnTbl NEPCOHANbHbIX AaHHbIX
COB - cuctema obHapyXeHUs1 BTOPXXEHWI

TKYW - TexHnyeckune kaHarnbl yTeukm nHcopmanmm

YBIMOH - yrpo3bl 6e30nacHOCTV NePCOoHasbHbIX AaHHbIX



BBEOEHUE

Hactosiwana KoHuenuma wvHdopmaumoHHon 6esonacHoctn WICTMOH, <aBnseTcs
opmumanbHbIM AOKYMEHTOM, B KOTOPOM OMpeAeneHa cuctemMa B3rnagoB Ha obecneveHune
NHopmaLmoHHon 6e3onacHocTh Wkonbl.

HeobxogumocTb  pa3pabotkm  KoHuenuum  obycnoBneHa  CTpeMUTENbHbIM
pacwmpeHnem cdepbl NPUMEHEHUS HOBENLINX NH(POPMALIMOHHBIX TEXHOSOMMIN 1 NPOLECCOoB
B YupexpaeHusix, npu obpaboTke uHGopMaumm BooOLWE, U MNEepCoHasnbHbIX AaHHbIX B
YaCTHOCTM.

Hactosawaa KoHuenuua onpegensetr OCHOBHble LENW M 3afaun, a Takxke oO6Llyio
CTpaTernto NOCTPOEHUA CUCTEMbI 3alMTbl NEpPCOHanbHbIX AaHHbIX (C3MOH) YupexaeHus.
KoHuenumna onpeaenset oOCHOBHble TpeboBaHMA U 6a30Bble NOAXOAbI K UX peanu3auum, Ans
AOCTUXeHUs1 Tpebyemoro ypoBHA 6e3onacHoCTy nHdopmauun.

KoHuenuua pa3paboTtaHa B COOTBETCTBUM C CUCTEMHBLIM MOAXOA0OM K 0b6ecneyveHmio
NHpopmaumoHHon 6e3onacHocTM. CUCTEMHbIM Nogxo4 npegnonaraeT npoBeAeHune
KOMMfieKca MeponpuATUK,  BKIKOYAKLWMX  UccrefoBaHne  yrpo3 MHAOPMaLUOHHON
6e3onacHocTu 1 pa3paboTky cucteMbl 3awmThl MOH, C NO3MLMM KOMMSIEKCHOTO MPUMEHEHUS
TEXHUYECKUX M OPraHN3auUMOHHbIX Mep U CpeacTB 3almnThl.

Moa wHdopmauuoHHon 6GesonacHocTblo [1[JH nNoHMMaeTca  3aWMLIEHHOCTb
nepcoHanbHbIX AaHHbIX U 06pabaTbiBaloLen X MHPPaACTPYKType OT N0ObIX CryYanHbIX UIn
3fI0HaMEpPEHHbIX BO3AENCTBUI, pe3ynbTaTOM KOTOPbIX MOXET ABUTbCA HaHeceHue yulepba
camon uHdopmauun, ee Bnagenobuam (cybbvektam [OH) mnu mHdpacTpykType. 3agaum
NH(popMaLMOHHON 6e30MacHOCTU CBOAATCA K MUHMMM3auMM yuiepba OT BO3MOXHOWN
peanusauumn yrpo3 6ezonacHoctu MOH, a Takxe K NPOrHO3MpOBaHMIO N NpeaoTBpPaLLEHMNIO
Taknx BO34ENCTBUN.

KoHuenuua cnyxuT OCHOBOW Ana pa3paboTKM KOMMMEeKca OpPraHn3auMOHHbIX |
TEXHUYECKUX Mep No obecrneyeHno HPopMaLMOHHON 6e30MacHOCTN YUpexXxaeHui, a Takxe
HOPMAaTMBHbIX U METOANYECKUX AOKYMEHTOB, obecneudmBalOux ee peanu3auuio, U He
npegnonaraetr nogMeHbl QYHKUMA rOCyfapCTBEHHbIX OpraHoB Briactu Poccuinckon
depnepaumm, oTBevaLWmx 3a obecneyeHne 6e30nacHOCTU MHAOOPMALMOHHBLIX TEXHOOMMIN U
3awmTy nHopmaumn.

KoHuenuusa asnaeTca MeToaonorm4eckon oCHOBOW Afid:

- dopMnpoBaHMA U MNPOBEAEHUS eduMHOM nonuTukM B obnactm obecneyeHus
6e3onacHocTu MNMAH B NCTMOH YupexaeHnus;

- MPUHATUA  yNpaBfiEHYECKUX pelleHnin U pa3paboTKMm NpaKTUYeCKux Mep no
BOMJIOLEHMIO nonuTkn 6e3onacHoctu MOH 1 BbipaboTKM KOMMNIEKCA COrfacoBaHHbIX Mep
HOPMaTMBHO-MPABOBOro, TEXHOMOMMYECKOro M OpraHM3auUoOHHO-TEXHUYECKOro XapaKTepa,
HanpaBfEeHHbIX Ha BbISIBIIEHME, OTPaxXeHue W JIMKBMAAUMIO NOCNeacTBUMM peanu3aumm
pasnuyHbix Buaos yrpo3 MNOH;

- KOOpANHAUUK AOEATENbHOCTM CTPYKTYPHbIX MoApa3feneHnin  YupexgeHusa npu
nposeaeHun paboT no passutuo n akcnnyatauun NCIMOH ¢ cobniogeHnem TpeboBaHui
obecneyeHnuns 6esonacHoctn MNOH;

- pa3paboTkn NpeanoXeHni MO COBEPLUEHCTBOBAHUIO MPaBOBOrO, HOPMATMBHOIO,
METOOUYECKOro, TEXHUYECKOrOo M OpraHu3aunoHHoro obecneyeHunss 6ezonacHoct MNOH B
NCIMOH YupexaeHus.

O6nacTtb NnpuMeHeHna KoHuenunm pacnpoCcTpaHAETCA Ha BCe YYpPEXOEHUS nmeLme
OTHOLUEHNE K cucteme obpasoBaHns TaMbIpCKOro MyHULMNANbLHOrO panoHa,



aKcnnyaTupylowme TexHuyeckme u nporpammuble cpepctea  WCIOH, B  KOTOpbIX
OCyLLEeCTBNAETCSA aBTOMaTu3npoBaHHas obpabotka [lMOH, a Takxe Ha noapasaeneHus,
OCyLLECTBNAOWMNE COMPOBOXAEHNEe, 0bcnyxumBaHne un obecnevyeHne HOpPManbHOro
dyHKuMoHnposaHua VCIOH.

MpaBoBon 6as3on Ans pa3paboTkM HacTosiwen KoHuenuum cnyxaTt TpeboBaHus
AencTByOWMX B Poccumn 3akoHoAaTeNbHbIX U HOPMaTUBHBLIX AOKYMEHTOB MO obecneyeHuto
6e30nacHOCTN NnepcoHanbHbIX AaHHbIX (MOH).
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1 O6wme nonoxeHus

Hactoswaa KoHuenuua onpenenseTr OCHOBHble LenW M 3ajayvn, a Takxe oO6Llyto
CTpaTeruto NOCTPOEHNA CUCTEMbI 3aLLMTbl NepPCcoHanbHbIX AaHHbIX (C3MOH) YupexaeHus, B
cootBeTcTBUN C [lepedyHem WCIIOH. KoHuenuua onpeaenseTr OCHOBHble TpeboBaHWUs U
6a3oBble Noagxoabl K UX peanusauuun, ans AoCTuxXeHus Tpebyemoro ypoBHsa 6e3onacHoOCTu
NHopMaLMK.

C3MNAH npeacrtaBnsieT cobon COBOKYMHOCTb OPraHM3aumMOHHbIX U TEXHUYECKUX
MeponpuatTun gna 3awmtbl NH OT HenpaBOMEPHOro WM Cry4YanHoro [OoCTyna K HUM,
YHUYTOXEHUA, N3MeHeHns, 6NOKMpoBaHWs, KONMpPOBaHUA, pacnpoctpaHenuna MNMOH, a Takxe
WHbIX HEMPaBOMEPHbIX AENCTBUN C HUMW.

Be3onacHoCcTb  nepcoHanbHbIX  OaHHbIX  AOCTUraeTca  MNyTeM  UCKIIYeHUd
HeCaHKLUMOHNPOBAHHOIO, B TOM 4uCfle Clly4yarHOro, A0CTyna K MNepcoHasbHbIM [AaHHbIM,
pe3ynbTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHWE, uW3MeHeHue, O6noKMpoBaHue,
KonupoBaHue, pacnpocTpaHeHue NepCcoHanbHbIX  AAHHbIX, a Takxe NHbIX
HEeCaHKLUMOHNPOBaHHbIX AENCTBUN.

CTpyKTypa, cocTtaB N OCHOBHble dyHKuMM C3IMOH onpepnenalTca ucxoas U3 Knacca
NCMNAOH. C3MNOH BKNOYaeT OpraHU3auMoOHHblE Mepbl U TEXHUYECKME CpeacTBa 3alunTbl
UHopmaumm (B TOM uyucne wudposarnbHble (Kpuntorpaduyeckue) cpencrsa, CpeacTtsa
npefoTBpaLleHnss HeCaHKLMOHUPOBAHHOIO A0CTYyNa, YTEYKU MH(POPMaLUUN NO TEXHUYECKUM
KaHanam, nporpaMMHO-TEXHUYECKUX BO3OENCTBUN Ha TexHU4eckue cpeactsa ob6paboTku
MORH), a Takxe ucrnonb3yemsle B MUH(POPMaLMOHHON cucTemMe NMH(POPMaLMOHHbIE TEXHOSTOMUN.

3TN Mepbl Npn3BaHbl 0b6ecneynTsb:

- KOH(pMAeHUManNbHOCTb UHGOpPMaUMM  (3awmTa OT  HECaHKUMOHMPOBAHHOMO
O3HaKOMIEHNS);

- LLeJTOCTHOCTb MH(OopMaunn (akTyanbHOCTb M HEMPOTUBOPEYMBOCTb MHGOpMaLUN,
€€ 3alUNLLLEHHOCTb OT pa3pyLleHUsa N HeCaHKLMOHUPOBAHHOIO U3MEHEHNS);

- BOCTYNHOCTb WH(opMauun (BO3MOXHOCTb 3a MpuemMsnemMoe BpemMs MNoyyYnTb
TpebyemMyto MHPOPMAaLIMOHHYIO yCnyry).

Ctagnn cosganusa C3IOH BKo4yatoT:

- NpeanpoeKkTHaa CcTaaus, BKIYawuwas npeanpoekTtHoe obcneposaHve WCTIOH,
pa3paboTKy TEXHNYECKOro (4aCTHOro TEXHMYECKOr0) 3aflaHns Ha ee co3aaHue;

- cTagusa NpoeKTUpoBaHuA (pa3paboTkum npoektoB) u peanuzauun WCMOH,
BKNto4vatowan paspabotky C3IMOH B coctaBe NCIOH;

- ctagua BeBoga B pgenctene C3MOH, BKNO4YawoWwaa OMbITHYH 3KCAslyaTauuio wu
NpUeMO-CAATOYHbIE WCMNbITAHUS CPeacTB  3alMTbl  MHAOPMauUMUM, a TakXe OUEHKY
cootBeTcTBUA NCMOH TpeboBaHnsm 6e3onacHOCTM Hopmaumm.

OpraHu3aunoHHble Mepbl NpeoycMaTpyBaloT CO34aHue M nopaepXaHue npaBOBOW
6a3bl 6e3onacHoctn MOH wn pa3paboTky (BBEeAeHWE B [AENCTBUE) MpenyCMOTPEHHbIX
Monutukon wuHdopmaumoHHon 6ezonacHoctn WCIMOH cnegylowmx oOpraHu3aunuoHHO-
pacnopaguTenbHbIX JOKYMEHTOB:

- [nan meponpuatTnin no obecnevexumto 3awmTtol MNMOH npm nx obpabotke B NCIOH;
- [1naH meponpuATnii No KOHTposto obecneyderns 3awmTol MNMOH;
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- MNopsapok pe3epBupoBaHMA M BoccTaHoBNeHusa pabotocnocobHoctn TC un MO, 6a3
JaHHbIX 1 C3U;

- [lonxHOCTHast WMHCTpyKumss agmuHuctpatopa WCIIOH B 4yactn obecneyeHus
6e3onacHocTu MNMOH npu nx obpabotke B NCTOH;

- [lonmXHOCTHasa MHCTPYKLMA agMuHUcTpaTopa 6esonacHoctn NCTOH;

- [lonxHocTHas WMHCTpykuua nonb3oBatena WCIOH B 4actm obecneyeHus
6e3onacHocTu MNOH npn nx obpabotke B UCIOH;

- IHCTpyKUMA Ha cnyyYyan BO3HMKHOBEHNSA BHELUTATHON CUTyaLuu;

- PekomeHgaumm rno nucnonb30BaHUIO NPOrpaMMHbIX U annapaTHbIX CpeaCcTB 3aluuUTbl
NHopMaLMK.

TexHuyeckne Mepbl 3alMTbl  peanua3ylTca MpyM  MOMOLWWM  COOTBETCTBYIOLLMX
NPOrpaMMHO-TEXHUYECKUX CPeACTB N METOLO0B 3aLUUTHI.

MNepeyeHb HeOOXOANMbBIX Mep 3alnTbl MHOPMaLMK onpeaenseTca no pesynbratam
BHYTPeHHewn npoBepkn 6e3onacHoctu NCIOH YupexaeHus.
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2 3apauv C3MNOH

OcHoBHOM uenbto C3lMOH saBnaetca MuHuUMmM3auma yuwepba OT  BO3MOXHOW
peanusauum yrpo3 6ezonacHoctu MNOH.

Ona poctuxeHna ocHoBHOM Uenn cuctema 6e3onacHoctn MOH WCMOH pomxHa
obecneumBaTb a(pPEeKTUBHOE peLleHne cnepyowmx 3agaq:

- 3aWmTy OT BMewaTenbCcTBa B npouecc dyHkumoHnposanna VCIMOH nocTOpoOHHUX
nny, (BO3MOXHOCTb ucnosnb3oBaHusa AC 1 O0OCTyn K ee pecypcam AOSIXHbl UMETb TOSIbKO
3aperucTpmpoBaHHble YCTaHOBSIEHHBLIM NOPAAKOM MOfb30BaTeNn);

- pasrpaHn4yeHne [ocTtyna 3aperncTpupoBaHHbIX MONb30BaTeNen K anmnapaTtHbIM,
nporpamMmMHbIM U MHPopMaunoHHbIM pecypcam CIMOH (BO3MOXHOCTb JOCTYMNa TOJbKO K TeM
pecypcam 1 BbINONIHEHNS TOSIbKO TeX onepaumi C HUMKN, KOTopble He06X0aMMbl KOHKPETHbIM
nonb3oBatenam WCIOH ana BbINOMHEHUA CBOMX CNyXebHbIX o06A3aHHOCTEN), TO eCTb
3aLlnTy OT HECAHKLMOHUPOBAHHOIO A0CTyNa:

1) K MHpopmauuu, umpkynupytowen 8 UCINOH;

2) cpeacTBaMm BbluncnuTenbHom TexHnkn NCIOH;

3) annapaTtHbIM, NPOrpamMMHbLIM M KpUNTOorpacuyeckKum CpeacTsaM 3alluThl,
ncrnons3yemoiMm B ICIMOH;

- perucTpaumio  OencTBMM  Nosib3oBaTenien npu  UCNONb30BaHUM  3alumuiaeMblX
pecypcoB NCTIOH B CUCTEMHbIX XypHanax WU nNepuoaudecknin KOHTPOSIb KOPPEKTHOCTU
AEeNCTBUM Nnosib3oBaTtesnien CUCTEMbI MyTEM aHanmM3a Co4epPXUMOro 3TUX XypPHanos.;

- KOHTPOJIb  LIENIOCTHOCTM  (obecneyeHne HEeW3MEHHOCTUM) cpefbl  WUCMOSTHEeHUs
nporpamMm u ee BOCCTAHOBSIEHME B Clly4ae HapyLleHus;

- 3aWMUTY OT HECaHKUMOHUPOBAHHOW MOOUMUKALUUN U KOHTPOSib LENOCTHOCTU
ncnonb3yembix B VICIMOH nporpaMMHbIX CPEACTB, a TakKXe 3almTy CUCTEMbI OT BHELPEHMS
HEeCaHKLMOHNPOBAHHbIX NPOrpamm;

- 3awmTy MOH OT yTeYkn No TEXHUYECKUM KaHanam npu ee obpaboTke, XpaHEHUU U
nepegave no KaHanam CBA3u;

- 3awwmty MNOH, xpaHumon, obpabaTbiBaeMon 1 nepegaBaemMon no kaHanam cBa3su, oT
HEeCaHKLMOHNPOBAHHOIO pa3rfnalleHnsa UM NCKaxeHus;

- obecneyeHne XMBYyYeCTM KpunTorpauiecknx CcpeacTB 3almtbl MHOpMaLumn npu
KOMMpoOMeTaunmn 4YacTu KNu4eBon CUCTEMDI;

- CBOEBPEMEHHOE BbISIBNIEHNE WCTOYHUKOB Yrpo3 6e3onacHoctu [OH, npuyvH wm
YCINOBMWI, CMNOCOOCTBYIOLMX HaHeceHuto yuepba cybbektam [H, co3gaHue mMexaHu3ma
onepaTUBHOIO pearmpoBaHus Ha yrpo3bl 6e3onacHocTy MNOH 1 HeraTUBHbIE TEHOEHLUMM;

- co3[aHMe YCnoBuM AN MUHAMM3aUMM W NokKanu3auumnm HaHocumoro yulepba
HenpaBoOMEPHbIMN AENCTBUAMMU (PU3NYECKUX N OPUANYECKUX NUL, ocnabneHne HeraTMBHOIo
BNUSIHWA U NUKBMAALMA NOCNEACTBUM HapyLleHusa 6e3onacHocTu MOH.
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3 O6BbEeKTbI 3aWUTDbI

3.1 NepeuyeHb MH(OPMALIMOHHBLIX CUCTEM

B  YupexpgeHun  npousBogutca  obpaboTka  MmepcoHanbHbIX  AaHHbIX B
NH(OPMALMOHHbIX cucTemMa 06paboTky nepcoHanbHbiX gaHHbiX (UCTOH).

MepeyeHb NCIOH onpenenseTca Ha ocHoBaHuM OTyeTa No pe3ynbTaTtaM BHYTPEHHEN
NPOBEPKW.

3.2 NepeyeHb 0GHLEKTOB 3aLUTbI

O6bekTamu 3awmTbl ABNAOTCA — MHGopMauus, obpabaTtbiBaemas B VCIOH, u
TEXHUYEeCKue cpeactsa ee oOpaboTKM M 3awwmnTbl. [lepevyeHb NepcoHanbHbIX AAHHbIX,
noanexaltuve 3awmTte, onpeaeneH B [epeyHe nepcoHarnbHbIX AaHHbIX, NoANeXallmx 3awmTe

B NCIMAO.
O6beKTbl 3aLLMTbl BKIIOYAIOT:

1) O6pabaTbiBaemas UHpopMaums.

2) TexHomnormyeckas nHopmaums.

3) MporpaMMHO-TEXHUYECKME CpeacTBa 06paboTKu.

4) Cpepacrtea 3awmtbl MOH.

5) KaHnanbl MHopMaLMOHHOro 06MeHa 1 TENIEKOMMYHUKALWM.

6) O6beKTbl M NOMELLEHUS, B KOTOPbIX pa3meLlleHbl KoMnoHeHTbl MCIOH.
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4 Knaccudmkauma nonb3osaTtenen ACMNOH

MNMonb3oBatenem WCIIOH aBnAetcAa nuuo, ydacteyowee B (PYHKLUMOHUPOBAHMUM
NH(OPMALIMOHHON CUCTEMbI MEepPCOHasbHbIX AAHHbIX WU UCMOMb3yllee pe3ynbTatbl ee
dyHKunoHnpoBaHus. MNonb3oBatenem VCIMOH aBnsetcs noboi coTpyoHuK YupexaeHus,
nmetowmn goctyn Kk UCIMOH n ee pecypcam B COOTBETCTBMU C YCTAHOBMEHHbIM NOPALKOM, B
COOTBETCTBUM C ero PyHKUMOHaIbHbIMU 06513aHHOCTAMM.

Monb3oBatenu NCIMOH genarca Ha Tpy OCHOBHbIE KaTEropun:

1) AamuHuctpatop WMCMOH. CoTpyaHuKuM YUpeXaeHus, KOTopble 3aHMMaloTCH
HaCTPOWNKOMN, BHEAPEHNEM M COMPOBOXAEHNEM cuctembl. AomuHnctpatop MCIMOH obnapaet
crnegylowmm ypoBHEM AocTyna:

- obnagaet NonHoOM UHopmaLumen 0 CUCTEMHOM U NPUKNAAHOM NPOrpaMMHOM
obecneyeHun VICIMNAOH;

- obnagaeT NonHom uHopmaLmen o TEXHNYECKUX CpeacTBax U KoHdurypauum
NCIAn;

- UMEET A0CTYN KO BCEM TEXHUYECKMM CcpefcTBamM 0b6paboTkm nHdopmaumm n
naHHbIM CTOR;

- obnagaet npaBamMu KOH(UrypupoBaHus U agMUHUCTPATUBHOW HACTPOWNKM
TexHnyeckux cpeacts ACTOH.

2) MporpammucT-paspabotunk NCMOH. COTpyOHVKM YUpeXaeHus Uim CTOPOHHUX
opraHuM3aumn, KoTopble 3aHuMMalTcA pa3paboTkon nporpaMmmHoOro  obecneveHus.
PaspaboTtunk VCINOH obnagaet cneaylowmmM ypoBHEM OOCTYyNa:

- obnapgaet wuHdopmaumen o6 anropyuTmMax M nporpaMmmax obpaboTKu
nHdpopmaumm Ha CIMOH;

- obnapaetr BO3MOXHOCTAMM BHEceHus ownboK, HeAeKNnapupoOBaHHbIX
BO3MOXHOCTEN, NPOrpaMMHbIX 3aKnagok, BPeOOHOCHbIX MporpamMm B NporpaMmmHoe
obecneyenune VICT1OH Ha cTagumn ee pa3paboTkn, BHEAPEHUA 1 COMPOBOXAEHUS;

- MOXET pacnonaratb nbbiMn dparmeHTamm mHdOpMauun O TOMOSIorm
NCIMOH n TexHnyecknx cpeacrtBax obpabotkn u 3awmthl MNOH, obpabaTbiBaeMbix B
NCMNOH.

3) Onepatop WCMOH. CoTpyaHuKM noapasgeneHnin YUpexXaeHus yyacTByoWwmx B
npouecce akcnnyataumm WCIMOH. Onepatop WCIMOH obnapaeT cnepyowum YpOBHEM
poctyna:

- obnapaetr BceMu HeobxogumMbiMK aTpubyTamu (Hanpumep, naponem),
obecneymBalLWMMM OCTYN K HEKOTOPOMY nogmMHoxecTy MNH;
- pacnonaraet KoHuaeHUnanbHbIMU aHHBIMU, K KOTOPbIM UMeeT JOCTYn.

KaTeropuu nonb3oBaTtenen AomxHbl 6biTb onpenenexbl ana kaxaon NCIMOH. JonxHo
ObITb YTOYHEHO pa3aeneHne COTPYAHWKOB BHYTPU KaTeropuin, B COOTBETCTBUM C TUnNamu
nonb3oBarenen onpepeneHHbiMu B MNonntruke nHopmaumoHHon 6e3onacHOCTMW.

Bce BbIABNEHHbIE Tpynnbl Nofib3oBaTenen otpaxatTtca B OTyeTe no pesynbratam
BHYTPeHHen npoBepkn. Ha ocHoBaHun OTyeTa onpeaensoTca npasa AocTyna K aneMeHTam
NCIMOH ons Bcex rpynn nonb3oBaTenen n otpaxatTtca B MaTpuue goctyna B [onoxeHnn o
pa3rpaHMyeHnn npas [ocTyna K obpabaTbiBaeMbIM NePCOHaNbHbIM AaHHbIM.
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5 OCHOBHbIe NPUHLUMbI MOCTPOEHUSA CUCTEMbI KOMMMEKCHOW 3alnTbl MHopMaLum

MocTpoeHne cuctembl obecnedenusa 6ezonacHoctn MNOH UCTMOH YupexneHus un ee
YHKUMOHNPOBAHME AOMXHbI OCYLLECTBNATLCA B COOTBETCTBUN CO CleAyLMMN OCHOBHbIMM
NPUHUMNAMMU:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMMJIEKCHOCTb;

- HENPEPbIBHOCTb;

- CBOEBPEMEHHOCTb;

- NPEEMCTBEHHOCTb M HENPEPBLIBHOCTbL COBEPLLEHCTBOBAHMS;
- NepcoHasnibHasA OTBETCTBEHHOCTb;

- MMHUMM3aLMS NOSTHOMOUNIA;

- B3aUMopJencTBme n COTPYAHNYECTBO;

- TMBKOCTb CUCTEMbI 3aLLMUTDI;

- OTKPbITOCTb anropuTMOB U MEXAHM3MOB 3aLLMUTbI;

- NPOCTOTa NPUMEHEHMUA CPEACTB 3aLUThl;

- Hay4YHast 060CHOBAHHOCTb U TEXHUYECKAs peann3yemMocCTb;
- cneumanuaaumsi U NnpoeccMoHanmam;

- 0053aTeNbHOCTb KOHTPOS.

5.1 3akoHHOCTb

MpeanonaraetT OCYLWECTBIEHNE 3alUUTHLIX MeponpusaTui u paspabotky C3IMOH
YupexaeHusa B COOTBETCTBUN C AEUCTBYIOLLMM 3aKOHOAATENbCTBOM B obnactu 3awmtol MOH
N Opyrmx HOPMaTMBHbIX aKTOB MO 6e30nacHOCTU MHpopMauuKn, YTBEPXAEHHbIX OpraHamm
rocyfapCTBEHHOWN BNacTu 1 yrnpasneHna B npegenax nx KOMneTeHuuu.

Monb3oBaTenu n obcnyxusatowmn nepcoHan MOH VNCMOH YypexaeHna OOnXHb
ObITb OCBefOMNIEHbl O nopsagke paboTbl € 3awmuwaemMon WHdgopmaumen u o6
OTBETCTBEHHOCTM 3a 3awmTbl [1H.

5.2 CucteMHOCTb

CuctemHbin nogxon, k noctpoeHuto C3IMOH YupexaeHus npegnonaraet yyeT BCeX
B3aMMOCBSA3aHHbIX, B3aVMOAEWUCTBYIOLWNX U U3MEHSAIOLWNXCA BO BPEMEHM SfIEMEHTOB,
YyCNnoBun N (PakToOpoOB, CYLLECTBEHHO 3HA4YMMbIX AJ19 NMOHUMaHWUS U pelleHns npobnembl
obecneyeHnusn 6e3onacHocTu NOH NCIMOH YupexaeHus.

Mpn co3pgaHuM cuctembl 3alMTbl OONXKHbI Y4MTbIBaTbCA BCe cnabble n Haubonee
ysi3BMMble MecTa cucTembl o6paboTku MN[H, a Takxe xapakTtep, BO3MOXHble OObeKTbl U
HanpaBneHMss  aTaKk Ha  CUCTEMY CO  CTOPOHbl  Hapywwutenen  (ocobeHHO
BbICOKOKBaNUMUUMPOBAHHbIX 310YMbILLUSIEHHUKOB), MyTU MPOHMKHOBEHUA B pacnpeneneHHble
cuctembl 1 HC, k nHpopmauumn. Cuctema 3almTbl AOSMKHA CTPOUTLCH C Y4ETOM HE TONMbKO
BCEX W3BECTHbIX KaHanoB MpoHMKHOBeHMs u HCL kK wuHdopmaumm, HO M C Yy4eTOM
BO3MOXHOCTU MNOABMNEHUSA NPUHLMNMANBHO HOBLIX NyTEN peanu3auun yrpo3 6e30nacHoCTy.
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5.3 KomnnekcHocTb

KomnnekcHoe wucrnonb3oBaHMe MeTOAOB W CPeAcTB  3awmtbl  npeanonaraet
cornacoBaHHOe MpUMeEHeHne pa3HOPOAHbIX CPEACTB NPU NMOCTPOEHMU LIEeNOCTHOW CUCTEMBI
3aWwmThl, NepekpbIBaloLLEN BCe CyLLECTBEHHbIe (3Ha4YMMble) KaHanbl peannu3aunm yrpo3 un He
copepxallen cnabbix MeCcT Ha CTblkaxX OTAENbHbIX €€ KOMMNOHEHTOB.

3awmTta [OofXkHa CTpOUTbCA SLEeNoHWpoBaHO. [nA Kaxaoro kKaHana yTeuku
MHopMauMnM 1 AN Kaxgow yrpo3bl 6e30MacHOCTU AOMXKHO CyLLeCTBOBaTb HECKOSbKO
3aWwnTHbIX pybexen. CosgaHune 3almTHbIX pybexen oCyLecTBNAEeTCS C y4eTOM TOro, YTobbl
ans nx npeogoneHus noTeHumnansHoMy 3110YMBbILLITEHHUKY TpeboBanucb
npodeccrnoHasnbHble HaBblKW B HECKOMbKMX HEB3aMMOCBA3aHHbIX 06nacTsxX.

BHewHsaa 3awmta pgonxHa  obecneunBatbcAd  U3MYECKUMU  CpeacTBamM,
OpraHn3aumMoHHbIMU U MpaBoBbiMKM Mepamu. OaHMM K3 Haubonee ykKpenneHHbIX pybexen
npu3BaHbl 6bITb CpeacTBa KpunTorparyeckon 3amuTbl, peanm3oBaHHbIe C UCMOSIb30BaHUEM
TexHonorun VPN. MprknagHon ypoBeHb 3alUuThbl, YYNTbIBAKOLWMUN OCOBEHHOCTU NpeaMeTHOM
obnacTu, NnpeacTtaBnsaeT BHyTPEHHUN pybex 3almThbl.

5.4 HenpepbiBHOCTb 3awuThbl MNOH

3awumTa MNOH - He pa3oBoe MeponpuUATUE U He NPOCTasi COBOKYMHOCTb NPOBEAEHHbIX
MEpONpPUATUA U YCTaHOBIEHHbIX CPEeACTB 3allnTbl, @ HenpepbiBHbIN LeneHanpaBieHHbIN
npouecc, npegnonaralowmi NpUHATUE COOTBETCTBYIOLLMX MEP Ha BCEX 3Tarnax XWU3HEHHOro
unkna NCIan.

NCMNOH [omXHbl HaxoauTbCA B 3alULLEHHOM COCTOSHMM Ha MPOTSXEHUMU BCEro
BpeMeHN nx yHKLMOHMPOBaHNSA. B COOTBETCTBMM C 3TUM NPUHLMMNOM A0SIKHbI MPUHUMATLCA
Mepbl No HeponyweHnto nepexoga VICTOH B He3awWwmMLEeHHOe COCTOsHUE.

BoNbWWHCTBY (PU3NYECKNX U TEXHUYECKUX CPeAcTB 3awmTbl Ana aP(eKTUBHOro
BbIMOSIHEHMA CBOUX (DYHKUMIN HEeobXxoamma MOCTOsIHHAA TeXHMYeckas M OpraHM3aumoHHas
(aaMuHUCTpaTMBHaA) nopaepxka (CBOeBpeMeHHass CMeHa M obecneyeHwe npaBUSIbHOro
XpaHEeHUsT U NPUMEHEHUS UWMEH, naponewn, KiwYen wWwnudpoBaHusa, nepeonpeaeneHne
nonHomouun un T.n.). MNepepbiBbl B paboTe cpeactB 3awmuTbl MOTyT ObiTb UCMOSb30BaHbI
3M0yMbIWSIEHHMKAMN O aHanu3a MNpUMEHSeMbIX METOAOB W CpeAacTB 3alunTtbl, Onis
BHeOpEeHMs cneuuasnbHbIX MPOrpaMMHbIX W annapaTtHbiX "3aknagok" v gpyrux cpeacrs
NPeofofieHNsa CUCTEMbI 3alUMUTbI MOCIe BOCCTAHOBIEHUS €€ (DYHKLMOHUPOBaHUS.

5.5 CBOeBpeMeHHOCTb

MpeanonaraeTt ynpexpawowmn xapaktep mep obecneyeHus 6e3onacHoctu MNOH, TO
€CTb MOCTaHOBKY 3aAay no kommnnekcHon 3awmte NCTOH n peanusauuio mep obecneyeHuns
6e3onacHocTu MNOH Ha paHHUX cTaansax pa3pabotku CIOH B Lenom 1 ee cUCTeMbl 3aLLUMTbI
MHOpMaLMK, B YHaCTHOCTH.

Pa3paboTka cuctembl 3alMTbl [OOSIXHA BECTUCb NapasnfienbHo ¢ pa3paboTkon u
pa3BMTMEM CaMOM 3aLLMLLAEMON CUCTEMbI. DTO MO3BOSIUT Y4eCTb TpeboBaHNst 6e30nacHOCTH
Npv NPOEKTUPOBAHNN apXUTEKTYpPbI U, B KOHEYHOM cYeTe, co3aaTh bonee ahdeKTrBHbIE (Kak
no 3aTpaTtam pecypcoB, Tak U MO CTONKOCTM) 3aLUULLEHHbBIE CUCTEMbI.

5.6 NMpeemMcTBEHHOCTbL U COBEpLUEHCTBOBaHMEe

[MpegnonaraldT MNOCTOAHHOE COBEpPLUEHCTBOBaAHWE Mep WU CPeAcTB  3awuTbl
MHOpPMaLMM Ha OCHOBE MPEeeMCTBEHHOCTU OPraHM3auUOHHBbIX U TEXHUYECKUX peLLEeHUNn,
KafpoBOro cocrasa, aHanunsa (yHkunoHuposaHua NCIOH n ee cuctemMbl 3amUTbl C y4ETOM
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N3MEHeHU B MeTOAaxX U CpeacTBax nepexasarta MHdopmaumm, HopMaTUBHbIX TPeBOBaHMI Mo
3almTe, AOCTUITHYTOro OTEYECTBEHHOINO U 3apy6GexHOro onbiTa B 3ToN o6nacTw.

5.7 NMepcoHanbHas OTBETCTBEHHOCThb

MpeanonaraeTt BO350XeHWe OTBETCTBEHHOCTU 3a obecneyerHne 6ezonacHocT MOH un
cucTeMbl MX 06paboOTKM Ha Kaxporo COTpPyAHMKa B npegenax ero nofnHomouun. B
COOTBETCTBUM C 3TUM MPUHLMNOM pacrnpefeneHne npas n 06A3aHHOCTEN COTPYOHWKOB
CTpoOUTCA Takum 06pa3om, 4Tobbl B criyvae ntoboro HapyLeHms Kpyr BAHOBHMKOB Oblf1 YETKO
N3BECTEH UNUN CBEAEH K MUHUMYMY.

5.8 NpuMHUMN MMHUMKU3aLMKN NONTHOMOYUIA

OsHavyaeT npegocTaBnieHMe MoNb30BaTeNs M MUHUMAarbHbLIX NpaeB  AocTyna B
COOTBETCTBUWN C MPOM3BOACTBEHHON HEOOXOAMMOCTLIO, HA OCHOBE MPUHLMMA «BCE, YTO He
pa3peLleHo, 3anpeLLeHo».

Hoctyn k MNOH gonxeH NpeaocTaBnATbCA TONbKO B TOM crnyyae n obbeme, ecnm aTo
HeobXoaANMO COTPYAHMKY AN BbINOHEHUS ero AOMKHOCTHbIX 06A3aHHOCTEN.

5.9 BzaumopgeicTeme 1 cOTPyaHNYECTBO

NMpepnonaraetr  co3gaHve  GnaronpuATHoM  aTtmocdepbl B KONneKTnsax
nogpasaeneHuin, obecneunBatowmx geatenbHoctb NCIOH YupexaeHus, ans CHUXeHUs
BEPOATHOCTU BO3HUKHOBEHWS HEraTUBHbIX AENCTBUN CBA3@HHbIX C YeNIOBEYECKUM (haKTOPOM.
B Takon ob6cTaHOBKE COTPYAHUKM OOMXKHbI OCO3HAHHO cobsnoaaTh YCTaAHOBIIEHHbIE
npasuna u okasblBaTb COAENCTBME B AEATENbHOCTU NOAPA3LeSIeHUN TEXHUYECKON 3aLUmThbI
NHopMaLMK.

5.10 M'mékocTb cuctemsbl 3awmThl MNOH

MpUHATbIE Mepbl M YCTaHOBNEHHble CPeACcTBa 3allUTbl, OCOGEHHO B HayasbHbIi
nepuop, Ux aKcnnyaTauum, MoryT oGecneunBaTb Kak Ype3MepHblil, TaKk U HEeAO0CTaTOYHbIN
ypoBeHb 3aLLuThl. [N obecneyeHnss BO3MOXHOCTU BapbMpPOBaHUS YPOBHEM 3aLUMLLEHHOCTH,
cpefcTBa 3aluTbl JOMXHbI 06naaaTh onpeaeneHHon rmokocTbio. OCoB6eHHO BaXHbIM 3TO
CBOWCTBO €BNSIeTCA B TeX Cly4yasX, Korda YCTaHOBKY CpeAcTB 3alluuTbl Heobxoaumo
OCYyLLeCTBNATL Ha paboTalollyld CUCTEMy, He Hapyllas mnpolecca ee HOPMarnbHOro
bYHKLMOHMPOBAHUS.

5.11 OTKpbITOCTbL aNropuTMOB U MEXaHU3MOB 3aLUTbI

CyTb NpUHLMNA OTKPLITOCTU anropuTMOB Y MEXaHU3MOB 3aLLMTbl COCTOUT B TOM, YTO
3alLUmMTa He fofXHa o6ecneynBaTbCs TONbKO 3@ CYET CEKPETHOCTU CTPYKTYPHOMN OpraHn3aumm
M anroputMoB (PYHKLMOHUPOBaAHNUA ee NoAcUCTEM. 3HaHWe anropuTMOB paboTbl CUCTEMbI
3alWMTLI He JONXHO AaBaTb BO3MOXHOCTU ee NpeofoneHus (aaxe aBtopam). OgHako, 370 He
03HauaeT, YTo MHGOPMALMA O KOHKPETHON CUCTEME 3aLLUThbl AOMXHA ObiTh 06LIEIOCTYMHA.

5.12 NpocToTa NpMMeHeHns CpeacTB 3almThbl

MexaHn3mbl 3aLmMTbl JOMXHbI ObITb MUHTYUTUBHO NMOHATHBI M MPOCTbI B UCMOMb30BaHNW.
MNpumMeHeHue cpeacTB 3aLmMTbl HE AOMXHO BblTb CBA3AHO CO 3HAHWEM cneuunasnbHbIX A3bIKOB
WK C BbINOSIHEHWEM AEWCTBUIN, TPebyoLlwmX 3HauYnTeNbHbIX OMNOMHUTENbHbLIX Tpyao3aTpat
npu obblyHOM paboTe 3aperncTpupoBaHHbLIX YCTAHOBIIEHHLIM MOPAAKOM Mofib30BaTenen, a
TakXxe He JONXHO TpeboBaTb OT NONb30BaTeNs BbINOMIHEHUSA PYTUHHbBIX ManONOHATHLIX eMy
onepauumn (BBOA, HECKOMbKUX Naposien n UMeH n T.4.).
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HonxHa  pocturaTtbCcA  aBToMaTM3aumMss  MakKCUMasbHOro  4yucna  OencTBUK
nosnb3oBaTtenen n agmuHuctpaTtopos VCIOH.

5.13 Hay4yHas 060CHOBaHHOCTbL U TeXHUYeCKas peanu3yemMocTb

NHpopMaumnoHHbIe TEXHONMOrMKN, TEXHUYECKME U NporpamMMHble CpeacTBa, cpeacTsa u
Mepbl 3alWnTbl MHAOPMALMN [OSKHbI ObiTb peanu3oBaHbl Ha COBPEMEHHOM YpPOBHE
PasBUTUA HAYKNU U TEXHWKWU, HAY4YHO OBOCHOBAHbI C TOYKM 3PEHUst AOCTUXEHUs] 3a4aHHOro
ypoBHs 6e30nacHOCTM MHAOPMaLMKN 1 LOKHbI COOTBETCTBOBATL YCTAHOB/IEHHBIM HOPMaM 1
TpeboBaHuaM no 6e3onacHocTu MOH.

C3M[OH ponxHa 6bITb OpUEHTUPOBAHA Ha peLLeHNsi, BO3MOXHbIE PUCKM AJ1s1 KOTOPbIX U
Mepbl MPOTUBOAEWCTBMA STUM PUCKAM MPOLUNIN  BCECTOPOHHIO TEOPETUYECKYHD U
NpakTU4eCKyo NPOBEPKY.

5.14 Cneunanusauus n npoceccroHanumsm

MpepnonaraetT npueBneyeHne K pa3paboTke CpeacTB W peanu3auun Mep 3aluThbl
nHdopMaumMm  cneumanusanpoBaHHbIX  OpraHu3auui, Haubonee MNOArOTOBMEHHbLIX K
KOHKpPeTHOMY Buay AeATeNnbHOCTU no obecrnedeHuto 6e3onacHocTu MOH, MMeowmx onbIT
NpakTU4eckon paboTbl M rOCyAapCTBEHHYIO NULEH3UIO Ha NPaBO OKa3aHWSA ycnyr B 3ToW
obnactu. Peannsaums agMUHUCTPATUBHbLIX MEpP U 3KCnnyaTauus CpeacTB 3alluTbl AONXHA
OCYLLEeCTBNATbLCA NpodheCcCUoHanbHO NOAroTOBNEHHBIMU CNieUManMcTaMmn YupexaeHus.

5.15 O6a3aTtenbHOCTb KOHTpONA

I'Ipep,nonaraeT 06s3aTenbHOCTL U CBOEBPEMEHHOCTb BbIABJIEHNA W TpeceyvYeHnd
NOonbITOK HapylweHNA yCTaHOBJIEHHbLIX rNpaBusl obecneyeHuns 6e3onacHOCTU H,D,H Ha OCHOBe
ncnonb3dyemMblx Cuctem un cpencts 3alunuTbl I/IHq)OpMaLI,I/II/I npmn coBepLleHCTBOBaAHNN
KputepueB n MeTogoB OLEHKN SCbeeKTVIBHOCTI/I 3TUX CNCTEM N CpencTB.

KOHTpOJ'Ib 3a AeaTenbHOCTbIo Nboro nonb3oBaTens, Kaxaoro cpeacrtea 3allnTbl U B
OTHOLWEHMN nboro obbekTa 3alunTbl A0NXKEH OCYyLLEeCTBNIATLCA Ha OCHOBE TMpUMEeHEeHUaA
cpenctB onepatnuBHOro KOHTpoJ1IA W perncTtpaumn  un  AOoJkeH OXBaTbiBaTb  Kak
HEeCaHKUNOHNPOBaHHbIE, TaK N CAHKLUMOHNPOBAHHbIE AEenCTBUA nonb3oBaTenemn.
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6 Mepbl, MeTOALI U CpeacTBa obecneyeHUs TpeGyeMoro ypoBHSA 3alUULLEHHOCTH

ObecneyeHne TpebyemMoro ypoBHA 3aLUMLLEHHOCTM [AOSIKHOCTU [OCTUraTtbCs C
MCNofib30BaHNEM Mep, MEeTOAOB M CcpeAcTB 6GesonacHocTn. Bce mepbl obecnedveHus
6e3onacHoctn MCIOH nogpasgensoTca Ha:

- 3aKoHoAaTeNbHbIE (MpaBoBbIE);

- MOpanbHO-3TUYECKHUE;

- OpraHn3aumMoHHble (aAMUHUCTPATUBHbIE);

- (husnyeckue;

- TeXHUYecKue (annapaTHble U NPOrpaMMHbIE).
[MepeyeHb BbIOpaHHbIX Mep obecnevyeHusa 6e3onacHocTu oTpaxaetca B [lnaHe
MeponpuUATUN N0 06ecneyYeHunto 3aLnTbl NEPCOHANbHbLIX AAHHbIX.

6.1 3akoHoaaTenbHbIe (MpaBoOBbIe) Mepbl 3aWUTbI

K npaBoBbiM MepaM 3alUnTbl OTHOCATCHA AENCTBYIOLIME B CTPaHe 3aKOHbl, yKasbl U
HOPMaTUBHbIE aKTbl, perfnamMeHTupylolme npasuna obpauweHus c lMOH, 3akpennswowme
npaBa 1 06493aHHOCTN Y4aCTHUKOB MHOPMALIMOHHBIX OTHOLLEHWI B NpoLiecce ee 06paboTku
M WUCMNOMb30BaHWSA, a TakXe ycTaHaBnMBawliMe OTBETCTBEHHOCTb 3a HapyLUeHUs 3TuX
npaBwui, NPEnATCTBYS TEM CaMbiM HernpaBoOMepHOMY ucnosb3oBanutio MNOH u aensowmecs
cAepxuBatoLLMM hakTopoM AN NoTeHUMarnbHbIX HapyLIUTEnei.

MNpaBoBble Mepbl 3alUMUTbl HOCAT B OCHOBHOM Ynpexaawwmii, npodunakTmyeckui
XapakTep W TpeOylT MOCTOSHHOW pa3bACHUTENbHON paboTbl C Mofb3oBaTeENnsaAMU U
o6cnyXuBatoLLMM NEPCOHANOM CUCTEMDI.

6.2 MopanbHO-3TU4YeCcKMe Mepbl 3alunThbl

K MOpanbHO-3TUYECKUM MepaM OTHOCATCS] HOPMbI MOBEAEHUSA, KOTOPbIE TPAANLMOHHO
CNOXWUNNCb WUIK CKNaabiBaloTCA No Mepe pacnpoctpaHeHnss O9BM B cTpaHe wnu obuiecTtse.
OTM Hopmbl 6onblUEn 4YacTbld He ABMAKTCA 00A3aTeNbHbIMM, Kak 3aKOHOAATEsNbHO
YTBEPXAEHHbIE HOPMATUBHbIE aKTbl, OQHAKO, UX HecobnoaeHne BeAeT 0ObIYHO K NageHuo
aBTOpuTETa, MPECcTUXa YenoBeKka, rpynnbl Nuy, unu opraHusaumu. MopanbHo-3TU4eckme
HOpMbl ObIBalOT KakK HenucaHble (Hanpumep, OO6LENPU3HAHHBIE HOPMbl YECTHOCTH,
naTtpuoTuamMa u T.n.), TaK U nNucaHble, TO eCTb O(POPMSIEHHbIE B HEKOTOPLIN CBOp, (yCTaB)
npasun Ux NpeanucaHuni.

MopanbHO-3TU4YeCcKMe Mepbl 3alWmTbl ABNAOTCA NpodunakTudeckummn un TpebytoT
MOCTOSIHHOW paboTbl MO CO34aHUI0 340POBOr0 MOPANbHOrO KiuMaTta B KOMMEeKTUBax
nogpasgeneHni.  MopanbHO-3TUYeCcKMe  Mepbl  3alWuTbl  CHUXAKT  BEPOATHOCTb
BO3HUKHOBEHWSI HEraTUBHbIX AENCTBUM CBA3aHHbIX C YENOBEYECKUM (DaKTOPOM.

6.3 OpraHI/I3aL|,VIOHHbIe (aAMMHMCTpaTMBHbIe) Mepbl 3alUnThbl

OpraHusaumoHHble  (aAMUHUCTPATMBHbIE) Mepbl  3aWmTbl -  3TO  Mepbl
OpraHM3auMOoHHOro XapakTtepa, pernaMmeHTupytowme npoueccsl pyHkumoHnposanusa VCIOH,
ncnonb3oBaHne pecypcoB VCIOH, geatenbHOCTb 06CNyXMBaKOLWEro nepcoHana, a Takxe
nopsaok B3anmogenctens nonb3osatenen ¢ VICMNOH Takum o6pa3om, 4tobbl B HanbonbLuen
CTeneHn 3aTpyaHUTb UAN UCKIHYNTb BO3MOXHOCTb peanu3aumm yrpo3 6e3onacHocTv unm
CHU3UTb pa3mMep NoTepb B Criyyae Ux peanusauumn.
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MmaBHas uenb agMUHUCTPATUBHBLIX Mep, NpeanpuHMMaeMblXx Ha  BbiCLUEM
yrnpaBfieHYeCKOM YpOBHe — cchopmmnpoBaTh [onnuTuky nHgpopmaumoHHon 6esonacHoctu MNOH
(oTpaxaroLLyo Noaxoabl K 3awmute nHdopmauun) n obecnevmTb ee BbiNoSIHEHWE, BblAenAs
Heobxoanmble pecypcbl U KOHTPONUPYSt COCTOAHUE Aen.

Peanuzauusa Monntnkn nidopmauymnoHHon 6ezonacHocty MNOH B MCIOH cocToAT n3
Mep aAMMHUCTPATMBHOIO YPOBHA W OPraHu3auuMOHHbIX (NpouefypHbiX) Mep 3awuTbl
nHdopMaLmn.

K aAMUHUCTpaTMBHOMY YPOBHIO OTHOCSITCA pelleHUs pyKOBOACTBa, 3aTparmsatouime
peatenbHoctb  WCIMOH B uyenom. 31U pelweHua 3akpennswtca B [lonutnke
NHpopmaLMoHHoN 6e3onacHoCcTU. NpMMepoM Takmx peleHnin MoryT 6bITh:

- MPUHATUE pelleHns 0 (POPMUPOBAHUU NN NePeCcMOTPe KOMMMEKCHON MporpaMmmbl
obecneyeHuna 6e3onacHocTu MNMOH, onpeaeneHne OTBETCTBEHHbIX 3@ €€ peanu3aumio;

- hopMynupoBaHue LUenen, MNOCTaHOBKa 3ajad, onpejeneHvwe HanpasneHun
AestenbHocTM B obnactu 6esonacHocTu MOH;

- NPUHATME PELLEHMI MO BOMPOCaM peanu3auumn nporpaMmmbl 6€30nacHOCTH, KOTOpbIe
paccMaTpuBaloTCA Ha YPOBHE YUpexaeHus B Lesiom;

- obecneyeHne HopMaTMBHON (NpaBoBOIN) 6a3bl BONPOCOB 6€30MacHOCTH U T.1.

[MonuTuKa BEpXHEro YpoBHA AOMXHA YETKO 04epTUTb cdepy BAUSHUA U OrpaHUYEeHUs
npu onpepeneHun uenen 6GesonacHoctn [10H, onpegenntb KakuMu pecypcamu
(MaTepuanbHble, NepcoHan) oHn 6yayT OOCTUTHYTbI U HAUTW Pa3yMHbI KOMIPOMUCC MEXAY
npuemMnembiM ypoBHeM 6e3onacHoCcTu U yHKUMoHanbHocTbio VICTOH.

Ha opraHu3auvMoHHOM YypOBHEe OrnpeaensoTcs npouenypbl U npaBuna LOCTUXEHUSA
uenen n pewenunsa 3agadv Nonutukn mHdopmaumoHHon 6e3onacHoctn MOH. 3Tn npaBuna
onpenensioT:

- KakoBa 0651acTb NpUMEHeHMA NonNuTuMkKK 6esonacHocTn MOH;

- KakKoOBbl pofin 1 00513aHHOCTN AONXKHOCTHbIX 1L, OTBevaruwme 3a npoeepgeHune
NONMTMKKN 6e30nacHOCTH MOH, a Tak xe nx YCTaHOBUTb OTBETCTBEHHOCTb;,

- KTO umeeT npasa goctyna K MNOH;
- KaKuMu Mepamu 1 cpeacteamm obecneumsaeTcs 3awmTa MNOH;

- KaKuMu Mepamun 1 cpeactBamu obecneynBaeTcs KOHTPOSb 3a cobnogeHnem
BBEEHHOIo pexunma 6e30nacHoCTH.

OpFaHI/I3aLI,I/IOHHbIe MepPbl OOJTXHbI:

- npegycmaTpuBaTb pernameHT UHGOPMALMOHHbBIX OTHOLLUEHUN, UCKITOYaoLWmX
BO3MOXHOCTb HECAHKLIMOHMPOBAHHbLIX AEUCTBUIA B OTHOLLEHUN OO BEKTOB 3aLUThI;

- onpeaensaTb KoanuuMOHHbIE U nepapxmyeckne NpUHUMmbI 1 MeToabl pa3rpaHnyeHus
poctyna K [NOH;

- onpeaensTb Nopanok paboTbl ¢ NPOrpaMMHO-MaATEMATUYECKUMU U TEXHUYECKMMU
(annapaTHble) cpeAcTBaMM 3alUMThl U KPUNTO3ALWUThI U APYTUX 3aLUTHBIX MEXaHU3MOB;

- opraHu3oBaTb Mepbl npotuBoaencteua HCJI nonb3oBaTenamm Ha 3Tanax
ayTeHTUdMKaLmmn, aBTopusaumumn, naeHTudukauumn, obecneymBaoWwmx rapaHTun peanmsauum
npaB 1 OTBETCTBEHHOCTU CyOBbEKTOB MH(POPMALIMOHHbBIX OTHOLLIEHUA.

B opraHnzaunoHHble Mepbl LOTKHbI COCTOATb U3:
- pernameHTa goctyna B nomeweHna UCTOH;
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- NOPSA0K AOMNyCKa COTPYAHUKOB K ucnosnb3oBaHuio pecypcoB UCTTOH YupexaeHus;

- pernameHTa npoueccoB BefeHus 6a3 faHHbIX U OCyLeCTBNeHNs MoaMdurKaumm
NH(OPMALMOHHbIX PECYPCOB;

- pernaMmeHTa npoueccoB OOCNyXuMBaHWS U  OCYLLECTBfIEHMA  MoaudmKaumu
annapaTtHbIX U nNporpamMmMHbIX pecypcos NCIOH;

- NHCTpyKumn nonb3osatenen VICIMOH (agpmuHnctpatopa WCIOH, agMuHucTpaTopa
6e3onacHocTu, onepatopa NCIOR);

- MHCTPYKLMSA NONb30BaTeNs Npu BO3HUKHOBEHUN BHELLTATHBIX CUTYaLMNA.

6.4 ®dusnyeckme mepbl 3aLWUTbI

dunsunyeckne Mepbl 3aLLNTbl OCHOBaHbI HA MPUMEHEHUN Pa3HOro poaa MexaHU4eCcKumX,
ANEKTPO- WU  INEKTPOHHO-MEXAHMYECKUX YCTPOUCTB U  COOPYXEHWN, crneunanbHO
npefHa3HayeHHbIX Ana  co3gaHnsa  (PU3MYecKuX MpenaTcTBUM Ha BO3MOXHBIX MNYTAX
NPOHUKHOBEHNA W [OCTyna MOTEHUMarnbHbIX HapywmTenem K KOMMOHEHTaM CUCTEMbI U
3awmwaeMon MHopMaumMm, a Takke TEeXHUYECKUX CpPeAcTB BM3yanbHOro HabnopeHus,
CBA3M N OXPaAHHOW CUrHaNn3auuu.

dusnyeckasa 3awmra 30aHUA, NOMELLEHUN, 06BHLEKTOB U CPeACcTB MHopMaTU3aumum
OOSNIXHA OCYLLEeCTBNATLCA MyTeM YCTAHOBIEHUS COOTBETCTBYHOLWMX MOCTOB OXpaHbl, C
MOMOLLbID  TEXHUYECKMX CPEACTB  OXpaHbl unuM  nwbbiMu  gpyrmumum  cnocobamu,
npefoTBpallalLMMM  UAN  CYLLECTBEHHO 3aTPYyAHAWMMN MNPOHUKHOBEHWE B 3[aHue,
NOMELLEHNA MOCTOPOHHUX NNL, XUWEeHNEe MHGOPMAUMOHHbLIX HOCUTENEN, CaMux CpPeacTs
NHOpPMaTU3aUUKN, UCKIIYAKLWUMN HaAXOXAEHUEe BHYTPU KOHTPONAMpPyeMon (OXpaHsemMomn)
30Hbl TEXHUYECKUX CPEACTB pa3BenKu.

6.5 AnnapaTtHo-nporpamMHble cpeacTea 3awmTbl NOH

TexHuyeckne  (annapaTHO-MPOrpamMMHbIE)  Mepbl  3alinTbl  OCHOBaAHbl  Ha
NCNONb30BAHNN Pa3MINYHbIX 3MEKTPOHHbLIX YCTPOUCTB U CneupnasnbHbIX NporpaMmm, BXOAALLMX
B coctaB UCIIOH u BbiNOfAHAKOWMX (CaMOCTOATENBHO WM B KOMMSieKCe C Opyrumu
cpeactBamu) OYHKUMW 3alUnTbl (MOEHTUUKAUUIO U ayTEeHTU(UKaUMIO nonb3oBaTenen,
pa3rpaHu4eHne AoCTyna K pecypcam, peructpaunio cobbiTui, Kpuntorpaduyeckoe 3akpbiTne
NHdopmMmaumm n 1.4..).

C yyeTom Bcex TpeboBaHui 1 npuHumMnoB obecneveHns 6esonacHocTtu MOH B UCMOH
No BCEM HanpaBfeHUsM 3allMTbl B COCTAB CUCTEMbI 3alUNUTbl AOMXHbl ObiTb BKITHOYEHbI
cnepywimne cpeacTsa:

- cpeacTBa uaeHTudukKaumm (ono3HaBaHus) U ayTeHTudukaumm (noaTBepXAeH s
nognnHHocTtn) nonb3osatenen NCIOH;

- CpeAcTBa pa3rpaHMyeHuns AoCTyna 3aperncTpMpoBaHHbIX MNOfb30BaTeNen CUCTEMbI K
pecypcam NCT1OH YupexaeHus;

- cpeactBa  obecnevyeHMa U KOHTPONSA  LENOCTHOCTM  MPOrpaMMHbIX U
MHOPMaLMOHHBIX PECYPCOB;

- cpeacTBa onepaTUBHOIO KOHTPONSA U pernctpauumn cobbiTnii 6€30nacHoCTy;

- KpunTorpadguyeckue cpencraea 3awmtbl [OH.
YcnewHoe npuMeHeHne TEXHUYECKNX CPEACTB 3allMThl HA OCHOBAHUM MPUHLMNOB
(pa3gen 5) npepgnonaraeT, YTO BbINOSIHEHME NEPEYNCTIEHHbIX HUXe TpeboBaHun obecneyeHo
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OpraHM3aumoHHbIMN  (aAMUHUCTPATUBHLIMW) MepaMh W UCMONb3yeMbIMU  (PU3NYECKUMU
cpencTBamMm 3almThl:

- obecneyeHa m3ndeckas LENOCTHOCTb Bcex KoMnoHeHT CTOH;

- Kaxabln coTpyaHuk (nonb3oBatenb WCIOH) wnn rpynna nonb3oBaTenen mmeet
YHUKaNbHOE CUCTEMHOE MMSA U MUHUMANbHO HeobxoouMmble AN BbINOSIHEHUA MM CBOWUX
PyHKLMOHanNbHbIX 06513aHHOCTEN NOTHOMOYUS MO AOCTYNY K pecypcam CUCTEMBI;

-B WCIMOH Yuypexpenna paspaboTka v oTnagka nporpaMmm OCyLLEcTBNsSeTcs 3a
npegaenamu CIOH, Ha ucnbitaTenbHbIX CTEHAAX;

- BCE W3MEHEHMS KOH(Urypauum TexXHU4eckKux u nporpammubix cpencts UCIOH
Npomn3BOAATCA CTPOro YCTAHOBSMIEHHLIM MOPALKOM (PErncTpupyroTca M KOHTPOSMPYIOTCS)
TONMbKO Ha OCHOBAHUW pacnopsaXeHUn PYKOBOACTBA YUpexXaeHus;

- ceTeBoe obopynoBaHne (KOHLEHTpaTopbl, KOMMYTaToOpbl, MapLIpyTU3aTopbl U T.M.)
pacrnonaraeTtca B MecCTax, HeAOCTYMHbIX ANA MOCTOPOHHUX (CneuuanbHbIX MOMELLEHUSX,
WwKadgax, n 1.n.).

- cneynanuctamMmn  YypexaeHusa OCYLLEeCTBNSAETCA HenpepbiBHOE ynpaBfieHne w
aflMUHUCTpaTMBHaA NoaaepxKa (PyHKLMOHMPOBAHNA CPeACTB 3aLUUTHI.
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7 Koutponb adhdektuBHocTn cuctembl 3awmntbl UCMNOH YupexaeHus

KoHTponb addektnsHoctv C3IOH AO0NMXKEH OCyLLeCTBNAETCH Ha nepuoandeckomn
ocHoBe. Llenbto KOHTpona 3dEKTUBHOCTM ABMSETCA CBOEBPEMEHHOE BbIAB/IEHME
HeHagnexawmx pexumoB pabdotbl C3MOH (OTKMOYEeHMe CpeAcTB 3aluuTbl, HapyLleHue
PEXMMOB 3alUMTbl, HECAHKLMOHMPOBAHHOE MW3MEHEeHMe pexuma 3awutbl U T.M.), a TakK
NPOrHO3MpoBaHMe U NPEBEHTUBHOE pearnpoBaHne Ha HOBble Yrpo3bl 6e3onacHocTu MOH.

KOHTpONb MOXET npoBOAUTLCA Kak agmuHuctpatopamm 6esonacHoctn WCTOH
(onepaTuBHbIN KOHTPOMb B Npouecce MHopmaumoHHoro s3anmogenctems B CINOH), Tak u
npusnekaeMbIMn N 3TON LefI KOMNETEHTHLIMW OpraHn3aunaMn, UMELWLMMU JIMLLEH3UIO Ha
aToT BuA pedrtenbHoctn, a Takke PCTIK Poccum n PCB Poccum B npepenax ux
KOMNeTeHunn.

KOHTpOMb MOXET OCYLLECTBASATLCA aAMUHNUCTPATOPOM 6€30MacHOCTM KaK C MOMOLLbHO
LWITATHbIX CPeACTB cucTeMbl 3awmnTtbl MNOH, Tak 1 C NOMOLWbLIO cneynanbHbIX NPOrpaMMHbIX
CpencTB KOHTPOSS.

OueHka addeKkTuBHOCTM Mep 3awmTbl [1OH npoBOoguMTCA C MCMNOMb30BaHUEM
TEXHUYECKUX U NPOrpaMMHbIX CPeACTB KOHTPONSA Ha NpeaMeT COOTBETCTBUS YCTaHOBIIEHHbIM
TpeboBaHUAM.
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8 Cdhepbl oTBeTCTBEHHOCTM 3a Ge3onacHocTb MOH

OTBeTCTBEHHbIM 3a pa3paboTKy Mep U KOHTponb Hapg obecneyeHnem 6e30nacHOCTM
nepcoHanbHbIX [OaHHbIX ABMAETCA pykoBoAUTENb Yupexaewus. PykoBoautenb MoXeT
AenernpoBaTb YacTb MOSTHOMOYNIA NO ob6ecneveHnto 6€30MacHOCTU NEPCOHANbHbIX AaHHbIX.

Ccbepa OTBETCTBEHHOCTM PYKOBOAWUTENS BKIIOYAET cCreaywlme HanpasfieHus
obecneyeHuns 6esonacHocTn MOH:

- [naHnMpoBaHue n peanu3aunst Mep no obecneyeHnto 6ezonacHocTu MNOH;

- AHanus yrpo3 6e3onacHoctu MNH;

- Pa3paboTky, BHeApeHue, KOHTPONb MCMOMHEHMS W NOAAEPXaHUE B aKTyarlbHOM
COCTOSIHUM MOSNTUK, PYKOBOACTB, KOHLIENUUIW, Npoueayp, pernaMmeHToB, UHCTPYKLUMIA U APYTrnxX
OpraHn3aumMOoHHbIX JOKYMEHTOB Mo obecneyeHunto 6e30nacHoOCTy;

- KoHTponb 3awmweHHocTn UT nHppactpykTypbl KomnaHum ot yrpo3 Vb nytem;

- O6byyeHune n nigopmmpoBaHue nonb3osartenen VICMNOH, o nopaake paboTtel ¢ MNOH n
cpencrBamMm 3almThl;

- NpepoTBpalleHne, BbISIBIEHWE, pearnpoBaHWe W paccrnefoBaHMe HapyLleHUN
6e3onacHocTu MNH.

[Mpn B3amMoaencTemMmM CO CTOPOHHUMUN OpraHn3aumsiMu B Ciyyasnx, korga coTpygHMKam
3TUX OpraHu3auunm npepoctaBnaeTca JOCTyn K obbekram 3awuTbl (pasgen 3), ¢ aTuMu
opraHuM3aumsiMmn AoMXHO ObiTb 3aknioveHo «CornaweHne o KoHuaeHunanbHoCTNy, nnbo
«Cornawenne o cobnwogeHun pexuma 6GesonacHoctn lMOH npu BbINOfHEHMM paboT B
NCMOH». MNoarotoBka TMNOBLIX BapMaHTOB 3TUX COrfalleHnn OCyLLEeCTBNAETCA COBMECTHO C
OTaenom KagpoBOro U HOpMaTUBHO-NPaABOBOro obecnevyeHns .
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9 Mopenb HapywmMTens 6e3onacHoOCTH

Moa Hapywwutenem B YupexaeHun MOHUMAaETCs nuuUo, KOTopoe B pelynbrarte
YMbILUSIEHHBIX UM HEYMBbILWSIEHHbIX AEACTBUN MOXET HaHecTu yuiepb obbekTam 3almThbl
(pa3pen 3).

Hapywwutenu nopgpasgensotca no npu3Haky npuHagnexHoctm kK WCIOH. Bcee
HapyLwmTenun oenaTca Ha Ase rpynnbl:

e BHELIHME HapywuTenu - omanyeckme nuua, He MMeroLmne npasa npebdbiBaHNS
Ha TeppUTOPUN KOHTPOSIMPYEMOW 30HbI, B Npegenax KoTopou pa3mellaeTtcs
obopynoBaHune NCIOH;

e BHYTPEHHWEe Hapywutenu - pusanyeckme nvua, umerowme npaso npebbiBaHNs
Ha TEppUTOPUN KOHTPOSIMPYEMOW 30HbI, B Npegeniax KOTopou pa3meliaeTtcs
ob6opynoBaHne NCI1OH.

Knaccndukaumsa HapywuTtenen npepctaBneHa B Mopgenu yrpo3 6e3omnacHOCTM
nepcoHanbHbIX AaHHbIX kKaxgon NCIOH.
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10 Mogenb yrpo3 6esonacHocTH

Ona UCTOH YypexaeHuna BblAenaTca crnegyolme OCHOBHbIE KaTeropum yrpos
6e30nacHOCTN NepCcoHanbHbIX AAaHHbIX:

1) Yrpo3bl OT yTeuku Mo TEXHUYECKMM KaHasam.
2) Yrpo3bl HECAHKLMOHMPOBAHHOIO AOCTYNa K MHGopMaLmi:

- Yrpo3bl YHUUTOXEHUA, XUleHua annapaTtHbix cpeacts WCIOH HocuTenen
NHopmaLmm nytem usndeckoro goctyna kK anemeHtam NCI1OH.

- Yrpo3bl XULLEHNSA, HECAHKLMOHNPOBAHHON MoanmkKauumn nnm 6roKnpoBaHms
MHoOpMaLMM 3a CYET HecaHKuuoHupoBaHHoro poctyna (HCL) ¢ npuMeHeHuem
nporpamMMHo-annapaTHbIX U MporpaMMHbIX CpeacTtB (B TOM 4ucrie nporpaMmmMmHoO-
MaTemMaTU4eCcKnx BO3AeNCTBUN).

- ¥Yrpo3bl He npefHaMepeHHbIX AeNcTBMM nonb3oBaTenen wn HapyLeHun
6e3onacHocTn yHkumoHuposanusa VICMNOH v C3MNOH B ee cocTtaBe n3-3a cboesB B
nporpaMmmMHomMm obecneyeHun, a Takxe OT yrpo3 HeaHTponoreHHoro (cboes annapaTtypbl
N3-3a HEHAOEXHOCTW 3MEMEHTOB, COOEB 3MEKTPONUTAHUA) U CTUXUAHOTO (yoapoB
MOJIHUK, NOXapoB, HABOLHEHUI U T.M.) XapaKTepa.

- Yrpo3bl NnpeaHaMepeHHbIX AENCTBUA BHYTPEHHMX HapyLUNTENEN.

- yl'p03bl HEeCaHKUMOHNPOBAHHOIO AOCTYMNa No KaHasfiamMm CBA3U.

OnuncaHne yrpo3, BepoOATHOCTb WX peanu3auunm, OnacHOCTb W  aKTyanbHOCTb
npencTtaeneHbl B Mogenn yrpo3 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX kaxaon VCTOH.
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11 MexaHun3m peanunsauumn KoHuenuumn

Peanuzaunsa KoHuenuuMn [OonXHa ocyullecTBnATbCA Ha OCHOBE nNEepCrnekKTUBHbIX
nporpamMm u niiaHoB, KOTOpPblE COCTaBJIAIOTCA Ha OCHOBaHUN U BO UCMOJIHEHUE!

- dbepepanbHbIX 3aKOHOB B 0bnacty obecneyeHns MHGHopMaLUnoHHOM 6e30MacHOCTU K
3awmThl MHOPMaLNX;
- noctaHoBneHumn lNpaButenbctBa Poccunckon enepaumm;

- PYKOBOAALMX, OpraHM3aunMoHHO-pacnopagmTenbHbiX U1 METOOUYECKUX OOKYMEHTOB
PCTIK Poccuum;

- notpebHocTen NCIOH B cpeacTBax obecneyeHna 6€30nacHOCTN MHpOpMaLMK.
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12 Oxuaaembin acpcpekT oT peanusaummn KoHuenumm

Peannzauusa KoHuenuumu 6e3onacHoctu NAOH B UCIMOH no3sonuT:

- OUeHUTb cocTofHne 6e3onacHoctn uHgopmauun WCTOH, BbIABUTH WUCTOYHUKM
BHYTPEHHUX N BHELLUHUX Yrpo3 NH(OPMaLMOHHOM 6€30nacHOCTU, OnpeaenuTb NPUOPUTETHLIE
HanpaeneHua NpegoTBpaLLeHns, OTPaXeH!Us U HenTpanuaawumm 3TUxX yrpos;

- pa3paboTtatb pacnopsiguMTenbHble U HOPMATUBHO-METOAMYECKME  AOKYMEHTbI
npumeHuTenosHo K NCIMOH;

- NpoBecTu Knaccudukauuio n ceptudpukaumo ACMNOH;

- MPOBECTU  OPraHM3auMOHHO-PEXMMHbIE U TEXHUYECKMe  MeponpuaTua  no
obecneyeHnunto 6esonacHoctu MNAH B NCINOH;

- obecneunTb HeO6XO0aUMbIN YPOBEHb 6€30MacHOCTN OO BHEKTOB 3aLUUTHI.

OcyuwiectBneHne 3tnx meponpuaTuin obecneunt cos3gaHue enuHon, LEenoCTHON u
CKOOPAVHMPOBAHHOW CUCTEMbl MHopMaLumoHHon 6e3onacHocTn MCTOH n co3aacT ycnosus
ANA ee fganbHenwero CoBepLUIEHCTBOBAHMS.
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13 Cnucok ncnonb3oBaHHbIX UCTOYHUKOB

OCHOBHbIMW HOPMaTMBHO-MPaABOBLIMU M METOANYECKUMUN OOKYMEHTaMu, Ha KOTOPbIX
6a3npyetca HacToswee NonoxeHue SBNSOTCS:

1 ®enepanbHbiii 3akoH oT 27.07.2006 r. N2 152-d3 «O nepcoHanbHbIX AaHHbIX»
(nanee — ®3 «O nepcoHanbHbIX AaHHbIX»), YCTaHaBMMBAOLWMIA OCHOBHbIE MPUHUMMLI W
ycnosusa obpaboTkm MNH, npaBa, 0693aHHOCTM N OTBETCTBEHHOCTb Y4ACTHUKOB OTHOLUEHWN,
cBA3aHHbIX ¢ obpaboTkon MOH.

2 «[MonoxeHne 06 obecrneyeHnn Ge30MacHOCTU MEepPCOHarnbHbIX OaHHbLIX MpU KX
06paboTke B WHAOPMALMOHHBIX CUCTEMAx MEepCOHaNbHbIX AaHHbIX», YTBEPXAEHHOE
[MocTtaHoBneHuem lMNpasutensctea PP ot 17.11.2007 r. Ne 781.

3 «Mopanok npoBeAeHUs KnaccuguKaumm MHPOPMaLIMOHHBIX CUCTEM MEepPCOHanNbHbIX
AAHHbIX», YTBEPXAEHHbIN cOBMeCTHbIM NMpnkazom GPCTIK Poccum Ne 55, ®CB Poccumn Ne 86
1 MunnHdpopmeeasn PO Ne 20 ot 13.02.2008 r.

4 «MonoxeHne 06  0COGEHHOCTAX  06pabOTKM  MepcoHanbHbIX  AaHHbIX,
ocyuwiectenaemon 6e3 UCMNONb30BaHUA CpeacTB  aBToMaTuM3auuny, YyTBEPXAEHHOe
MocTtaHoBneHuem lNpasutenbctea P® o1 15.09.2008 r. N2 687.

5«Tpe6OBaHI/IF| K MaTepuasibHbIM HOCUTENTAM 6I/IOMeTpI/I‘-IeCKVIX nepcoHalsibHbIX
OaHHbIX W TeXHOJIOTMAM XpaHeHUA TakKux OaHHbIX BHe VIHCpOpMaLI,VIOHHbIX CUCTeM
nepcoHalibHbIX OaHHbIX», YTBEepXAEHHble [MocTaHoBnEHNEM npaBI/ITeJ'IbCTBa PO or
06.07.2008 r. Ne 512.

6 HopmaTtuBHO-MeToan4yeckune AokymMeHTbl DegepanbHoii CnyX6bl N0 TEXHUYECKOMY U
3KCnepTHOMY KOHTponto Poccuickon ®epepaunn (aanee - PCTIK Poccumn) no obecneyeHunto
6e3onacHocTu MNOH npu nx obpabotke B NCT1OH:

7 PekomeHgauum no obecrnieyeHnto 6e30MacHOCT NepCOHanbHbIX AaHHbIX MpU KX
06paboTke B MH(OPMALMOHHbIX CUCTEMAx MepcoHanbHbIX AaHHbIX, YTB. 3aM. AMpekTopa
dCTIK Poccum 15.02.08 r. (ACM)

8 OCHOBHble MepomnpuATUS MO OpraHM3auuM U TeXHUYEecKoMy obecrneyeHuio
6e30MacHOCTU NepcoHanbHbIX AaHHbIX, 0bpabaTbiBaeMbiX B MH(POPMALMOHHbLIX CUCTEMAX
NnepcoHanbHbIX AaHHblX, YyTB. 3aMm. ampektopa ®CTIK Poccumn 15.02.08 r. (4CIM)

9 bazoBasa mopenb yrpo3 6e30nacHOCTM NepCoHasnbHbIX AaHHbIX NPy ux 0bpaboTke B
NH(OPMALMOHHBIX CUCTEMAXxX NEePCOHabHbIX AaHHbIX, YTB. 3aM. gupektopa PCTIK Poccumn
15.02.08 r. (4CM)

10 MeToauka onpeaeneHuns akTyasnbHbIX Yrpo3 6€30nacHOCTM NepcoHarnbHbIX AaHHbIX
npn ux obpaboTke B MHPOPMAUMOHHBLIX CUCTEMAX MNEepCOHaNbHbIX OAHHbIX, YTB. 3am.
anpektopa ®CTIK Poccumn 15.02.08 r. (O,CIM)
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